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STATE OF WISCONSIN

IN SUPREME COURT

Case No. 94-0123-CR

STATE OF WISCONSIN,
Plaintiff-Appellant,
VO

KEVIN GILMORE,

Defendant-Respondent-Petitioner.

BRIEF OF
DEFENDANT-RESPONDENT-PETITIONER

ISSUE PRESENTED FOR REVIEW

Whether the state’s unilateral public disclosure in
a criminal complaint of the contents of wire communications
intercepted pursuant to a wiretap violates the strict limits
on disclosures set forth in the Wisconsin Electronic Surveil-
lance Control Law and Title III of the Omnibus Crime Control

and Safe Streets Act of 1968.

The circuit court held that such public disclosure
violated Wis. Stat. §968.29 and Title III, struck the unlawful

disclosures from the complaint, and dismissed the redacted
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complaint for failure to state probable cause. The Court of
Appeals reversed, holding that §968.29 does not bar the
prosecutor from including intercepted wire communications in
a criminal complaint, at least so long as the state provides
the defendant notice and an opportunity to object before a
court prior to the public filing of such a complaint. The
Court did not explain, however, why the state’'s unilateral
public disclosure of the criminal complaint in this case

without such notice and opportunity to object did not violate

§968.29 and Title III.

STATEMENT ON ORAL ARGUMENT
AND PUBLICATION

By granting review, this Court has indicated that

both oral argument and publication are warranted.
STATEMENT OF THE CASE

On September 29, 1992, the state filed a criminal
complaint which, in Count T, charged Gilmore and several
others with conspiracy to deliver cocaine {R2).! On November
20, 1992, Gilmore moved to strike contents of intercepted wire

communications from the criminal complaint and to dismiss

!  fThroughout this brief references to the record will take
the following form: (R__:_ ), with the R__ reference denoting
record document number and the following :__ reference
denoting the page number of the document. Where the refer-
enced material is contained in the Appendix, it will be
further identified by Appendix page number as App. __.

-2

SHELLOW, SHELLOW & GLYNN, S.C.



(R10). The parties briefed the issue, along with other issues
raised by the defendant (R15:6-8; R16:14-17).

On February 1 and February 15, 1993, the Milwaukee
County Circuit Court, Judge John A. Franke presiding, heard
argument from the parties concerning Gilmore’'s motion (R22;
R23). The February 1, 1993 hearing addressed the legality of
the state’s public disclosure of the contents of intercepted
wire communications in the criminal complaint. Following
argument, Judge Franke concluded that the relevant statutes
are clear on their faces and that "there is no authorization
anywhere in the statute--the Wisconsin or the federal law to
disclose this material in a Criminal Complaint, and as a
consequence, it may not be disclosed in a Criminal Complaint."
(R22:17, 21-22; App. 16, 20-21).

Judge Franke then determined that the only reason-
able remedy was to strike the unlawful disclosures from the
complaint:

Now, that leads me to the question

of what the remedy ought to be. That is,

simply because this stuff shouldn’t have

been disclosed doesn’t mean that I have

to strike it or should strike it.

I'm not sure there's any clear guidance

on this, but I’'ve thought about it. I'm

satisfied that the only reasonable remedy

is to strike it. That is somewhat analo-

gous to the exclusionary rule, in that to

use it now, to consider it now, to talk

about it now would essentially put the

Court in the position of promoting a

viclation of the statute.

It would essentially put the Court in the
position of using material that should

~3-
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not have been disclosed, and ... even
though there’s no particular guidance as
to what to do, I think the only reason-
able course is to find that since this
material should not have been disclosed,
the Court cannot participate any further
in its disclosure, and that it cannot
consider it in assessing the probable
cause in the sense I never should have
read it to begin with, so I am going to
grant the motion to strike any material
in the Criminal Complaint which discloses
the contents of any electronic surveil-
lance.

(R22:22-23; App. 21-22),

At the motions hearing on February 15, 1993, Judge
Franke heard argument concerning whether the redacted
complaint’ stated probable cause and concluded that “the
complaint is insufficient as to Defendant Gilmore on Count 1"
{R23:33; App. 34; see also R23:35; App. 36 ("as to Defendant
Gilmore, the complaint is dismissed -- it’s Count 1")).
Following that order, Judge Franke stated that "Defendant
Gilmore is released from any and all pre-trial orders"
(R23:36).

The judgment roll bears the following notation

regarding the court’s actions at the February 15, 1993

hearing:
Court finds Ct. 1 to be insufficient as
to defendant (Gilmore) and dismisses the
complaint as to Gilmore.

(R1:14).

? No redacted complaint was filed in the trial court as a
separate document. The state did submit a redacted version as
an attachment to its State’s Response (R15).

—4-
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The state took no action concerning the dismissal of
Gilmore’s case until October 26, 1993, over eight months
later, at which time the prosecutor sent a letter to Gilmore’s
former defense counsel requesting him to review the proposed
order regarding dismissal that the state intended to submit to
Judge Franke. 1In a letter dated November 3, 1993, Gilmore's
counsel objected to the proposed order and requested a hearing
on the matter (R27).

On November 8, 1993, the state submitted its
proposed order to Judge Franke, who signed the order on
November 23, 1993, without affording Gilmore a hearing on the
matter (R19; App. 10). The state filed a notice of appeal
from the written order on January 6, 1994 (R20).

on April 11, 1995, the Court of Appeals reversed the
dismissal order, reinstated the original complaint, and
remanded for further proceedings (App. 1-9}. State v.
Gilmore, 193 Wis.2d 403, 535 N.W.2d 21 (Ct. App. 1995). The
court held as an initial matter "that §968.29(2) provides
prosecutors the authority to include intercepted communication
in a criminal complaint" (App. 6).

The court then addressed whether such a complaint
can be filed publicly. It recognized the need to prevent
unilateral public disclosure of intercepted communications by
the state. It also quoted at length the decision in United
States v. Gerena, 869 F.2d 82 (2d Cir. 1989), with its holding

that such communications may be disclosed publicly only upon

-5-
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court order after notice to the defendant and opportunity to
object, id. at 86-87. (App. 6-8 & n.3). The court nonetheless
reversed the dismissal order and reinstated the original
complaint, despite the state’'s total disregard for these
requirements and without explaining the discrepancy between
the court’s language and its ultimate decision (see App. 8-9).

By Order dated September 26, 1995, this Court

granted Mr. Gilmore'’'s Petition for Review of that decision.

ARGUMENT
I.
BECAUSE FEDERAL AND WISCONSIN WIRETAP
STATUTES BAR EXACTLY THE TYPE OF
DISCLOSURES COMMITTED BY TEE STATE HERE,
THE TRIAL COURT DID NOT ERR IK STRIKING
THOSE DISCLOSURES FROM THE CRIMINAL COMPLAINT
The state intercepted Gilmore'’'s private telephone
conversations and then unilaterally disclosed them publicly in
a criminal complaint for the whole world to see (see R2). It
claimed that it has a right to do just that, apparently
whenever it wants to. After full briefing and argument on the
issue, the trial court held to the contrary in a thoughtful
oral decision (R22:13-22; App. 11-22). The Court of Appeals
nonetheless reversed, without even addressing whether the
state’'s disclosure here of the intercepted communications by
publicly filing the criminal complaint violated Wis. Stat.
§968.29 and Title III of the Omnibus Crime Control and Safe
Streets Act of 1968 (App. 1-9).

-6-
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The trial court was right and the state and the
Court of Appeals are wrong. Not only was the state’s disclo-
sure a blatant violation of the Wisconsin Electronic Surveil-
lance Control Law ("WESCL"), Wis. Stat. §§968.27 - 968.37, but

it violated Title III of the Omnibus Crime Control and Safe

Streets Act of 1968, 18 U.S.C. §§2510 et seqg., as well.

A. Standard of Review

Whether WESCL and Title III permit the state’s
unilateral public disclosure of intercepted wire communica-
tions presents a question of statutory interpretation.
Statutory construction is a guestion of law reviewed de novo.
See Voss v. City of Middleton, 162 Wis.2d 737, 470 N.wW.2d 625,
629 (1991).

Ir construing a statute, first recourse is to the
language used. Id. The purpose of statutory interpretation
is to give effect to the intent of the legislature. Id. Only
if the language does not clearly or unambiguously set forth
the legislative intent may the court look beyond the language

and resort to judicial construction to ascertain and carry out

that intent. Id.

B. The Applicable Statutes

WESCL is modeled after Title III. State ex rel.
Arnold v. County Court of Rock County, 51 Wis.2d 434, 187

N.Ww.2d 354, 359 (1971). Like Title III, WESCL imposes strict
-7-
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limitations upon the interception of wire and oral
communications, as well as upon the use and disclosure of the
contents of such intercepted communications. Because the
statutes as relevant to this case are virtually identical, the
following discussion will focus primarily upon the Wisconsin
statutes with citation to the parallel federal provisions.3
The Third Circuit aptly summarized the purposes

underlying Title III (and thus WESCL as well):

ritle III is a comprehensive statute
designed to regulate strictly the inter-
ception and disclosure of wire and oral
communications. It "has as its dual
purpose (1) protecting the privacy of
wire and oral communications, and (2)
delineating on a uniform basis the cir-
cumstances and conditions under which the
interception of [such communications) may
be authorized." S. Rep. No. 1097, 90th
Cong., 2d Sess., reprinted in [1968] U.S.
code Cong. & Admin. News, pP- 2112, 2153.
The legislative history of Title III
makes it clear, as do the elaborate au-
thorization and disclosure provisions of
the statute itself, that "the protection
of privacy was an overriding congressio-
nal concern" of the act. Gelbard v.
United States, 408 U.S. 41, 48 ... (1972)
(“ootnote omitted)... .

United States v. Cianfrani, 573 F.2d 835, 855 (3rd Cir. 1978).
The provisions most at issue here are those mandat-
ing that the contents of intercepted communications be sealed

and barring disclosure or use of such contents except in very

3 While a state can provide more protection than required
under a federal law such as ritle III, the Supremacy Clause,
U.S. Const. Art. VI, 92, mandates that the defendant is
entitled at a minimum to those federal protections.

-8~
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limited circumstances. Pursuant to Wis. Stat. §968.30(7)(b),
all applications for wiretap orders and all such orders "shall
be ordered sealed by the court" and may be disclosed only upon
a showing of "good cause." See also 18 U.S.C. §2518(8)(b).
Any records or recordings of the contents of any communication

intercepted pursuant to such an order likewise must be filed
with the court and sealed. Wis. Stat. §968.30(7)(a); see 18
U.5.C. §2518(8)(a). Duplicates may be made, however, for use
or disclosure as authorized under Wis. Stat. §968.29(1), (2)

& (3). See Wis. Stat. §968.30(7)(a); see also 18 U.S.C.

§2518(8)(a).
Section 968.29 provides those limited situations in
which the contents of an intercepted wire or oral communica-

tion lawfully may be used or disclosed:

968.29 Authorization for disclosure and
use of intercepted wire, electronic or
oral communications. (1) Any investiga-
tive or law enforcement officer who, by
any means authorized by ss. 968.29 to
968.37 or 18 U.S.C. 2510 to 2520, has
obtained knowledge of the contents of any
wire, electronic or oral communication,
or evidence derived therefrom, may dis-
close the contents to another investiga-
tive or law enforcement officer only to
the extent that the disclosure is appro-
priate to the proper performance of the
official duties of the officer making or
receiving the disclosure.

(2) Any investigative or law enforcement
officer who, by any means authorized by
ss. 968.28 to 968.37 or 18 U.S.C. 2510 to
2520, has obtained knowledge of the con-
tents of any wire, electronic or oral
communication or evidence derived there-

-9-
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from may use the contents only to the
extent the use is appropriate to the
proper performance of the officer’s offi-
cial duties.

(3)(a) Any person who has received by any
means authorized by ss. 968.28 to 968.37
or 18 U.S.C. 2510 to 2520 or by a like
statute of any other state, any informa-
tion concerning a wire, electronic or
oral communication or evidence derived
therefrom intercepted in accordance with
ss. 968.28 to 968.37, may disclose the
contents of that communication or that
derivative evidence only while giving
testimony under oath or affirmation in
any proceeding in any court or before any
magistrate or grand jury in this state,
or in any court of the United States or
of any state, or in any federal or state
grand jury proceeding.

Wis. Stat. §968.29(1) - (3)(a); see 18 U.5.C. §2517(1) - (3).*
Moreover, disclosure of such communications or derivative
evidence at a hearing in open court requires at least 10 days
prior notice unless waived by the court. Wis., Stat.
§968.30(8); see 18 U.S.C. §2518(9). Any aggrieved party is
entitled, prior to disclosure of the contents of their
intercepted communications in any court proceeding, to move to
suppress those contents on the grounds that the interception
was not legally authorized. 18 U.S.C. §2518(10)(a); Wis.
Stat. §968.30(9)(a).

Disclosure of the results of an illegal or

4 mitle III and WESCL provide for limited disclosure in other
circumstances not relevant to this appeal. See, e.g., 18
U.S.C. §§2511(2)(a)(i), (b) & 2511(3); Wis. Stat.
§968.31(2)(a).

-10-
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unauthorized wiretap is a felony, as is the intentional
disclosure of the contents of oral or wire communications
intercepted pursuant to even a legal wiretap except as

authorized under Wis. Stat. §§968.28 - 968.30, Wis. Stat.

§968.31(1)(c) & (e); see 18 U.S.C. §2511(1)(c).

C. Neither WESCL Nor Title III
Authorizes Public Disclosure in
a Criminal Complaint of Inter-
cepted Private Telephone Con-
versations

The publicly filed criminal complaint in this action
contained numerous references to the contents of intercepted
wire communications, along with 27 pages of verbatim tran-
scripts of those communications (R2). As the trial court
properly held, this public disclosure of the contents of
Gilmore's privileged wire communications was not authorized by
§968.29 (R22:14-22; App. 13-21).

The Court of Appeals nonetheless justified the
state’s unilateral public disclosure of the intercepted
communications under the statutory authorization for "use"
under §968.29(2). That construction of the statute, however,
both overlooks the statute’s plain language and purpose and is
unsupported by any authority or legitimate rationale. The
clear language of the statute bars disclosures other than
those specifically authorized in Wis. Stat. §§968.29(1) & (3);

see 18 U.S.C. §2517(1) & (3). But, even if some additional

-11-
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disclosures may be considered "authorized" under WESCL and

Title III, the state’s unilateral public disclosure here

certainly was not.

1. WESCL and Title III Bar Any
Disclosures Not Specifically
Authorized

In construing a statute, the language at issue must
be construed in light of the entire section and all related
sections. State v. Barnes, 127 Wis.2d 34, 377 N.W.2d 624, 625
(Ct. App. 1985). Section 968.29(1) specifically addresses
disclosure and authorizes such disclosure only to fellow law
enforcement officers and only when such disclosure "is
appropriate to the proper performance of the official duties
of the officer making or receiving the disclosure." Wis.
Stat. §968.29(1); see 18 U.S.C. §2517(1}. Using almost
identical language, Section 968.29(2) authorizes the "use" of
the contents of an intercepted communication. Wis. Stat.
§968.29(2); see 18 U.S.C. §2517(2). Section 968.29(3)
authorizes public disclosure by "[a]ny person," but "only
while giving testimony under oath or affirmation” in a court
or grand jury proceeding. Wis. Stat. §968.29(3) (emphasis
added); 18 U.S.C. §2517(3).

The Court of Appeals’ conclusion that the term "use"
in §968.29(2) incorporates "disclosure," renders §968.29(1)

utterly meaningless. Why would Congress and the Wisconsin
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Legislature go to the trouble of authorizing a particular type

of disclosure in §968.29(1) if it already authorized such

disclosures in §968.29(2)? See also 18 U.S.C. §§2511(1)(c) &
(d) (distinguishing between unlawful "use" and unlawful
"disclosure" of wiretap information); Wis. Stat.
§6968.31(1)(e) & (d) (same).

"[Cjonstruction of a statute that would result in
any portion of the statute being superfluous should be avoided
wherever possible." Matter of Sueann A.M., 176 Wis.2d 673,

500 N.W.2d €649, 652 (1993). The only reasonable interpreta-

tion of the statute, and the only one which gives meaning to
§968.29(1), is that relied upon by the trial court. Specifi-
cally, disclosures are controlled by §§968.29(1) & (3), while

uses not involving disclosure are controlled by §968.29(2).
(R22:14-22; App. 13-21). See Scott v. United States, 573 F.
Supp. 622, 625 (M.D. Tenn. 1983), rev’d on other grounds sub
nom. Resha v. United States, 767 F.2d 285 (6th Cir. 1985),

cert. denied, 475 U.S. 1081 (1986).

Falling into the latter category are those uses
recognized in the legislative history of Title IT1I,® none of
which require disclosure beyond that authorized in §968.29(1),

such as to establish probable cause to search or arrest, e.g.,

5 See S. Rep. 1097, 90th Cong., 2d Sess., reprinted in
[1968) U.S. Code Cong. & Admin. News p. 2188.
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United States v. Hall, 543 F.2d 1223, 1232-33 (9th Cir. 1976)
(federal agents provided state agents with information gained
from wiretap, which information state agents used as basis for
approaching and guestioning defendant), cert. denied, 429 U.S.
1075 (1977); State v. Lee, 307 A.2d 827, 829 (N.H. 1973)
(agents used wiretap evidence to develop probable cause for
warrantless arrest), or to develop witnesses by refreshing
their recollections with the contents of their own telephone
conversations, see United States v. Ricco, 566 F.2d 433, 435
(2d Cir. 1977), cert. denied, 436 U.S. 926 (1978).°

Those few rogue decisions which permit certain

disclosures under the equivalent of §968.29(2) not otherwise

authorized under the equivalents of §968.29(1) & (3) fail to
resolve, oOr even mention, the fact that their position
effectively writes the equivalent of §968.29(1) out of the

statute. See Application of Newsday, Inc., 895 F.2d 74, 76-78

(24 cir.) rdisclosure in search warrant affidavit), cert.

¢ permitting someone to listen to a tape of his or her own
telephone conversation is not a "disclosure.” To disclose
means "to make known or public (something previously held
close or secret)." Webster’s New Collegiate Dictionary (1973)
at 325. A person already knows his or her own prior communi-
cations, so they are not "secret” in relation to that person.
See also Birdseye V. priscoll, 534 A.2d 548, 551-52 (Pa.
Commw. 1987) {(public affidavit referring to wiretap not an
unlawful "disclosure" where existence of wiretap previously
was made public by court order, as well as by party to
conversation); S. Rep. 1097, 90th Cong., 2d Sess., reprinted
in {1968] U.S. Code Cong. & Admin. News p. 2181 ("The disclo-
sure of the contents of an intercepted communication that had
already become 'public information’ or ‘common knowledge’
would not be prohibited”).
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denied, 496 U.S. 931 (1990);’ Certain Interested Individuals
v. Pulitzer Pub., 895 F.2d 460, 463-64 (Bth Cir.) (same),
cert. denied, 498 U.S. 880 (1990); United States v. Johnson,
696 F.2d 115, 118 n.21 (D.C. cir. 1982) (same); United States
v. Rabstein, 554 F.2d 190, 193 (5th cir. 1977) (disclosure for
voice identification); Orkin v. State, 223 S.E.2d 61, 72 (Ga.
1976) (same).

Those cases are not binding upon this Court and may
be accepted or rejected based upon the persuasive power of
their reasoning. E.g., State v. Fettig, 172 Wis.2d 428, 493
N.W.2d 254, 261 (Ct. App. 1992). This Court can and should
reject such authority, as it "neither expresses any convincing
reasons [nor] contains a discussion of the problem." Widell
v. Holy Trinity Catholic Church, 19 Wis.2d 648, 121 N.W.2d
249, 254 (1963). Indeed, the only decision Gilmore has found
which recognizes and discusses the problem supports him. See
Scott, 573 F. Supp. at 625.

While this Court addressed a related issue in State
v. Waste Management of Wisconsin, Inc., 81 Wis.2d 555, 261
N.W.2d 147, cert. denied, 439 U.S. 865 (1978), that case does

not suggest that §968.29(2) permits disclosures not authorized

under §§968.29(1) or (3). Rather, that case only addresses

7 The court in Application of Newsday did explain the
different statutory language between "use” in §2517(2) and
vdisclosure” in §2517(3) as based upon the fact subsection (2)
is directed to law enforcement officers while subsection (3)
applies to anyone. 895 F.2d at 78. The court did not address
the effect of its decision on subsection (1), however.
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the effect of §968.29(3) on disclosure of one party consent
tapes. See 261 N.W.2d at 154-55. Although lawful, one party
intercept tapes are not mauthorized by ss. 968.28 to 968.33."
261 N.w.2d at 154. Accordingly, §968.29(3) bars their
admission in court proceedings. Id. at 154-55; see Arnold,

supra.

Waste Management does nothing to limit §968.29's
additional restrictions on public disclosure of non-consensual
wiretap information, however. Indeed, that decision helps
Gilmore here, recognizing as it does that it is not simply
testimonial disclosures, but rather the general "use of the
contents at evidence" which is controlled by §968.29(3)- 261
N.W.2d at 154-55. It is exactly such an evidentiary disclo-

sure which is at issue here and the state plainly failed to
comply with the requirements of §968.29(3) which Waste

Management says must be met.

The circuit court thus was correct and the Court of
Appeals was not. In light of the plain language of §968.29
and 18 U.S.C. §2517, lawful disclosures are limited to those
appropriate disclosures between law enforcement personnel and
in-court testimony of witnesses. Any other interpretation

would render §968.29(1) and §2517(1) meaningless. Scott, 573

F. Supp. at 625.
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2. Even if some disclosures are
authorized by §968.29(2) and
§2517(2), the state’s unilat-
eral public disclosures here
were not

Even if this Court could simply write §968.29(1) out
of the statute books, as did the Court of Appeals, the state’s
unilateral public disclosures here still were not legally
authorized. Even if the statutes could be read to permit some
limited, private disclosures of intercepted wire communication
beyond those expressly stated, they do not authorize public
disclosures, at least in the absence of prior judicial
approval. See, e.g., United States v. Dorfman, 690 F.2d 1230
(7th cir. 1982) (distinguishing between public and private
disclosures of the contents of intercepted communications and
holding that "[t]he only lawful way they can be made public
over the defendants’ objection is by being admitted into
evidence in the criminal trial or in some other public
proceeding within the scope of section 2517(3)"); Cianfrani,
573 F.2d at 855 & n.7 (distinguishing between "public disclo-

sure," which is authorized only in accordance with §2517(3),

and "non-public disclosure" under §2517(1) & (2)).
The Court of Appeals appears to have recognized this
added aspect of the problem (App. 6-8), but totally failed to

address it in light of the facts of this case.

Even the cases most helpful to the state recognize

that "Title III limits disclosure of intercepted communica-
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tions to ‘"professionally interested strangers’ in the context
of their official quties.’" United States v. Shenberg, 791 F.

Supp. 292, 293 (S.D. Fla. 1991}, quoting Pulitzer Pub., 895

F.2d at 465.

npitle III's restrictions cannot be avoided by
including the intercepted information in search warrant
affidavits" or, as in this case, in a criminal complaint.
Shenberg, 791 F. Supp. at 293. As the Eighth Circuit has
recognized, such use "cannot transform the wiretap information
into non-wiretap information unprotected by Title III."

Pulitzer Pub., 895 F.2d at 465:

[D]isclosure to a limited audience of
"professionally interested strangers" in
the context of their official duties is
not the equivalent to disclosure to the
public. *Title III does not allow public
disclosure of all lawfully obtained wire-
tap evidence just because a few officers
are privy to its contents; if it were
construed to do so, much of the statute
would be superfluous, for example, 18
U.S.C. §§ 2517(1)-(3)." . . . We do not
agree that once wiretap information is
used in search warrant affidavits, it is
no longer subject to Title III's restric-
tions upon its use and disclosure. We do
not think that Title III’'s restrictions
can be so easily avoided.

Id. (citing Dorfman, 690 F.2d at 1234-35).

The only cases which suggest that public disclosure
of wiretap information may be permissible other than during
testimony do not base that suggestion upon a perceived
authorization under Title III to make public disclosures.

Rather they rely upon a case-by-case judicial determination,
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prior to the disclosure, as to whether the public’'s non-
statutory right to know outweighs the individual’s right to
privacy under Title III and the Fourth Amendment. See
pulitzer Pub., 895 F.2d at 465-67 (balance of interests bars
pre-indictment disclosure); Application of Newsday, supra
(balance of interests permitted disclosure after guilty plea
of redacted search warrant application containing wiretap
information); Shenberg, 791 F. Supp. at 293-94 (balance
required search warrant affidavits to remain sealed at least
until suppression hearing and admissibility determination by
court).® See also Ccianfrani, 573 F.2d at 857 (court should
bar public disclosure even of testimony at suppression hearing
prior to decision whether interception was lawful).

These cases recognize that the "court must assume

responsibility for the balancing” of interests. E.g., United

¢ Of course, some courts have rejected this ad hoc approach
as insufficient to protect the constitutional privacy right at
stake and inappropriate in light of Congress’ determination of
the proper balance in Title III:

Congress in Title III struck a balance
between these interests that seems
reasonable to us. It put no limits on
the public disclosure of lawfully
obtained wiretap evidence through public
testimony in legal proceedings; but
neither did it authorize wiretap evidence
not made public in this manner to be made
public another way without the consent of
the people whose phone conversations were
intercepted.

porfman, 690 F.2d at 1234. The decision as to which approach
is most appropriate is irrelevant here as the state simply
disclosed the wiretap information unilaterally, without any
prior judicial action.
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States v. Gerena, 869 F.2d 82, 86 (2d Cir. 1986). Prior
judicial involvement is necessary because, to hold otherwise
"makes the government the sole arbiter of what should be
disclosed, since once a paper is publicly filed, the damage is
done." Id. "[I]t would clearly defeat the purpose of
protection of the private citizen to allow the issue of what
is necessary and essential to be determined solely by the
subjective beliefs of the prosecuting attorneys.” Orkin, 223
S.E.2d at 73.

Even if not otherwise obvious from the statutes, the
prohibition of public disclosures beyond those made while
testifying is inherent in the limitation on authorized "use"
of intercepted communications to that *appropriate to the
proper performance of the officer’s official duties." Wis.
Stat. §968.29(2); see 18 U.S.C. §2517(2). As explained by the
Ninth Circuit, that phrase in part was "designed to protect
the public from unnecessarily widespread dissemination of the
contents of interceptions...." Hall, 543 F.2d at 1233.
Accordingly, it bars exactly the type of unnecessary public
disclosure inherent in the public filing of a criminal
complaint containing 27 pages of wiretap transcripts, which
complaint could and should have been filed under seal, at
least pending a determination of the legality of the wiretap.
See, e.q., Shenberg, supra.

Neither the Court of Appeals nor the state below

identified a single case in which the court found a unilateral
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government disclosure of intercepted wire or oral communica-
tions to the public at large to be authorized under Title III
or its equivalent. Rather, the cases cited by the state below
uniformly involve extremely limited releases of privileged

information, either (1) disclosures solely to other law

enforcement officers as authorized under 18 U.8.C. §2517(1) or

Wis. Stat. §968.29(1), see Lee, supra; (2) use of recordings
to refresh the recollection of a participant in the communica-
tion (and thus not a "disclosure,” see Note 6, supra), see
Ricco, supra; (3) inclusion of previously unsealed information
(which thus is not a ndisclosure"), Birdseye, supra; (4)
limited disclosure to a few civilian witness as necessary for
purposes of voice identification, see Rabstein, supra; Orkin,
supra; (5) inclusion of wiretap information in a gealed
affidavit for a search warrant, see Application of Newsday,
supra; Pulitzer Pub., supra;® or (6) inclusion of wiretap
information in some other sealed submission to the court, see
Gerena, supra (trial briefs).

United States v. Woods, 544 F.2d 242, 253 (6th Cir.
1976), cert. denied, 430 U.S. 969 (1977), also relied upon by

the state below, did involve public disclosure in a search

* or, alternatively, suggesting that the actual contents of
intercepted communications be included in search warrant
applications, Johnson, 696 F.2d at 118 n.2l; People v.
Mastrodonato, 75 N.Y.2d 18, 549 N.E.2d 1151 (1989), a sugges-
tion not inconsistent with a requirement that such affidavits
be sealed to preserve the privacy of the parties to the
intercepted communications.
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warrant affidavit, but did not characterize such disclosure as
an appropriate nuse" under §2517(2). Rather, the court there
simply held that straight dismissal was not a proper sanction
for improper public disclosure of search warrant affidavits.
544 F.2d at 253.!° Indeed, the court noted that

in view of the congressional intention to

protect individual privacy, it would be

better practice for the government to

request, as a matter of course, that the

district court restrict access to docu-

ments filed with the court that contain

intercepted communications.
Id.

Tn short, no case, prior to the Court of Appeals
decision here even remotely supports the state’s position that
it has a right unilaterally to disclose the contents of
intercepted wire or oral communications to the public at
large.

The absence of such authority is not surprising.
"(T]he strict prohibition in Title III against disclosure of
unlawfully obtained wiretap evidence would be undermined by
public disclosure of wiretap evidence ... before the judge
ruled on the lawfulness of the wiretaps." Dorfman, 690 F.2d

at 1233; see Cianfrani, 573 F.2d at 857. This is why the

statutes require notice and an opportunity to challenge the

1 pismissal was sought in Woods as a direct sanction for the
government'’s unlawful disclosures in an unsealed search
warrant affidavit, a remedy which the Court understandably
deemed unjustified. Unlike the present case, the defendant
apparently did not seek the more limited remedy to strike the
improper disclosures from the affidavit.
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legality of the wiretap before intercepted communications may
be disclosed in a court hearing. S. Rep. 1097, 90th Cong., 2d
Sess., reprinted in [1968] U.S. Code Cong. & Admin. News P.
2195; see 18 U.S.C. §§2518(9) & (10)(a); Wis. Stat. §§968.30(8)
& (9)(a). See also Gerena, 869 F.2d at 88 (government nust
give notice and opportunity to object, with decision by court,
before it includes unsuppressed Title III materials in a
publicly filed memorandum OIr brief).

1f the state were correct that its unilateral public
disclosure here was proper, nothing in Title IIIl or WESCL
would bar the state from simply holding a press conference and
disclosing the contents of intercepted communications whenever
some prosecutor thought it appropriate. The statutes clearly
pbar such disclosure, however. See Dorfman, 690 F.2d at 1233.

Wwhat was required under Title I1I and WESCL was for
the state to refrain from disclosing the wiretap information

except pursuant to §§968.29(1) & (3), i.e., to other officers

or in testimony before a judge. See also 18 U.S.C. §82517(1)
& (3). Even if some 1imited additional disclosure is deemed
permissible under §2517(2) and §968.29(2), however, the most
that could have been found lawful would have been submission
of the criminal complaint under seal pending a judicial
determination of whether the interests in disclosure outweigh
the privacy interests protected by Title III and WESCL.

At least prior to a determination that the underly-
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ing wiretaps were legal, that balance necessarily bars public
disclosure. Pulitzer Pub, supra; Cianfrani, supra; Shenberg,
supra. The type of wholesale, unilateral public disclosure
accomplished by the state here clearly is not authorized.

This Court should say so.

D. The Trial Court Did Not Err in
Depriving the State of the Ben-
efit of Its WESCL and Title III
Violation
The trial court concluded that the only proper
remedy for the state’s unlawful disclosure was to strike the
disclosures from the criminal complaint because to use those
disclosures "would essentially put the Court in the position
of promoting a violation of the statute” (R22:22-23; App. 21-
22). In the Court of appeals, the state asserted for the
first time that it was improper for the court to deny the
state the benefit of its violation of WESCL and Title III.
Although the Court of Appeals did not address this argument,
Mr. Gilmore anticipates that the state may attempt to raise it
again in this Court. If it does, it once again will be wrong.
First, however, this Court should not even reach
this issue because the state waived any objection to the
particular remedy chosen by the trial court. The state has
the burden to establish by reference to the record that it
objected before the trial court on the same grounds raised on
appeal. State v. Krysheski, 119 Wis.2d 84, 349 N.w.2d 729,
731 n.3 (Ct. App. 1984), overruled on other grounds, State v.
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McDonald, 144 Wis.2d 531, 424 N.W.2d 411 (1988). It cannot do
so here for the simply reason that it never made such an
objection, despite ample opportunity. Neither the state’s
written response to Gilmore'’'s motion, nor its oral argquments
in the trial court object on this ground. Instead, the
state's objections in the trial court consisted merely of the
allegation that the disclosures were authorized and that the
complaint was sufficient even with the disclosures stricken.
(R15:6-8; R22:10-13; R23:14-16). "Failure to make a timely
objection constitutes a waiver of the objection.” Krysheski,
349 N.W.2d at 731 n.3 (citation omitted).

Even if the state had not waived its objection, it
plainly is without merit. The trial court’s decision to
strike the illegal disclosures was the only effective remedy
for the state’s unlawful conduct.

There has been no finding yet that the interceptions
themselves were illegal. Accordingly, the state was correct
below that suppression is unjustified at this time. Where, as
here, the violation is an unlawful disclosure rather than an
unlawful interception, the remedy of suppression is overkill.
Suppression would ban not simply the current illegal disclo-
sure, but also any future use or disclosure of the same
information, even 1if such future conduct were otherwise
authorized by §968.29 and §2517. In short, the remedy of
wholesale suppression is not commensurate with the disclosure

violation.
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The state was incorrect below, however, in jumping
from that unremarkable position to the conclusion that it is
entitled to the benefit of its unlawful disclosure. The trial
court did not suppress the wiretap information. The state can
continue to use or disclose that information non-publicly, as

long as it complies with §968.29 and §2517. It may also
disclose the information publicly under §968.29(3) and
§2517(3), assuming, of course, that it provides the requisite
notice and the interception itself is found to have been
legal.

The trial court simply addressed the state’s
particular violation and fashioned an appropriately limited
remedy, fully in line with what Congress intended:

Oonly by striking at all aspects of the

problem can privacy be adequately pro-

tected. The prohibition, too, must be

enforced with all appropriate sanctions.

Criminal penalties have their part to
play. But other remedies must be af-

forded the victim of an unlawful invasion

of privacy. Provision must be made for

civil recourse for damages. The perpe-

trator must be denied the fruits of his

unlawful actions in civil and criminal

proceedings. Each of these objectives is

sought by the proposed legislation.
S. Rep. No. 1097, supra, at 69, quoted in Gelbard v. United
States, 408 U.S. 41, 50 (1972).

only by striking the state’s unlawful disclosures
could the trial court put an end to that violation and deny
the state the fruits of its unlawful conduct. At the same

time, that remedy does not go beyond the scope of the illegal-
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ity. It simply places the parties in the exact same position
they would have been in had the state complied with the law by
not disclosing the wiretap information in the first place.

As the trial court recognized, this limited remedy
also is necessary to ensure that the court did not become a
partner in the state’s illegal conduct (R22:22-23; App. 21-
22). 1In enacting Title III, Congress found that the restric-
tions on the use and disclosure were necessary not simply "to
prevent the obstruction of interstate commerce" and "to
protect effectively the privacy of wire and oral communica-
tions," but "to protect the integrity of court and administra-
tive proceedings" as well. Pub. Law 90-351, §801(b); see also
Gelbard, 408 U.S. at 51. Had the trial court not stricken the
unlawful disclosures, it would have improperly "entangle(d]
the courts in the illegal acts of Government agents."” Id.
The unlawful disclosure would have continued unabated and to
the state’s ill-gotten benefit.

Finally, given the state’'s conduct, its proposed
"remedy” in the Court of Appeals of simply sealing the
complaint now is nothing more than closing the barn door after
the cows are out. It accomplishes nothing. See, e.qg.,
Dorfman, 690 F.2d at 1232 (once disclosure takes place "the
privacy that the defendants claim to be entitled to under
Title III would be gone forever"). At the same time, it
jeaves the state to benefit from its own wrongdoing. That, in

short, is no remedy at all.
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11,
TEE TRIAL COURT PROPERLY DISMISSED THE
REDACTED CRIMINAL COMPLAINT FOR FAILURE
TO STATE PROBABLE CAUSE

The state also claimed below that the trial court
erred when, after striking the unlawful disclosures from the
criminal complaint, it concluded that the remaining allega-
tions failed to state probable cause against Gilmore. Mr.

Gilmore anticipates that the state will attempt to drag out

this argument again as well. Once again, the state would be

Wwrong.
A. Standard of Review

A criminal complaint "must set forth facts within
its four corners that are sufficient, in themselves or
together with reasonable inferences to which they give rise,
to allow a reasonable person to conclude that a crime was
probably committed and the defendant is probably culpable.”
State v. Adams, 152 Wis. 2d 68, 447 N.W.2d 90, 92 (Ct. App.
1989). That document must answer five questions: (1) What is
the charge?; (2) Who is charged?; (3) When and where did the
alleged offense take place?; (4) Why is this particular person
being charged?; and (5) Who says so? or How reliable is the
information? Id.; State ex rel. Evanow V. Seraphim, 40
Wis. 2d 223, 161 N.w.2d 369, 372 (1968). If it does not, the

action must be dismissed. See State v. White, 97 Wis.2d 193,
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295 N.w.2d 346, 350 (1980).

Along with the actual facts in the complaint, the
court may consider inferences reasonably drawn from the facts
alleged. State ex rel. Cornellier v. Black, 144 Wis.2d 745,
425 N.W.2d 21, 27 (Ct. App. 1988). A reasonable inference is
a rational and logical deduction from established facts rather
than a mere guess or conjecture. See, e.g., 1 Sand, et al.,
Modern Federal Jury Tnstructions (Criminal) 16.01 (1995) and
cases cited therein. See also Leary V. United States, 395
U.S. 6, 36 {1969) (inference is "irrational"” unless presumed
fact more likely than not given proven fact); State v. Haugen,
52 Wis.2d 791, 191 N.wW.2d 12, 15 (1971) (inference of guilt
from criminal complaint unreasonable if conclusion of inno-
cence equally reasonable).

Evidence required for probable cause thus must
support more than a mere possibility or suspicion. See, e.9.,
cornellier, 425 N.W.2d at 27. Wisconsin does not permit
criminal complaints "on possible cause." Rather, the state is
obligated to present sufficient evidence in that document to
support a reasonable inference, not hunch, not guess, not
possibility, that the defendant charged committed the particu-
lar offense alleged.

The exact standard of review on appeal is not
entirely clear. Wwhile the Court of Appeals has stated that
the sufficiency of a criminal complaint is a matter of law

reviewed de novo, Adams, 447 N.W.2d at 92, it also has applied
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a more deferential standard of review to trial court determi-
nations regarding the value of information provided by an
informant. See State v. Wolske, 143 Wis.2d 175, 420 N.W.2d
60, 66 (Ct. App.), rev. denied, 143 Wis.2d 912, 422 N.W.2d 861
(1988), cert. denied, 488 U.S. 1010 (1989). In the latter
case, the court held that "({a] reviewing court must ensure
only that the magistrate had a substantial basis for his or
her determination." Id., citing 1l1linois v. Gates, 462 U.S.
213, 238-39 (1983). Cases applying the Gates standard have
also noted the uncertainty concerning the appropriate standard
for reviewing a magistrate’s determination regarding probable
cause. See United States v. Leake, 998 F.2d 1359, 1362-63
(6th Cir. 1993). The correct standard of review is irrelevant
here, however, as the redacted complaint was insufficient

under either standard.

B. The Trial Court Properly Discredited
Unreliable Evidence in the Redacted
Complaint
The state complained in the court of appeals that
the trial court made an impermissible credibility determina-
tion when it dismissed the redacted criminal complaint.
specifically, the trial court found that "the statements of a
participant in the hours shortly after the execution of a
search warrant by themselves blaming somebody else are not
enough to establish probable cause" (R23:31; App. 32). The

court was referring to statements of Edna Mae Armon, one of
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the targets of the wiretap along with Steven Campbell, to the
effect that "KG" was one of Steve’'s workers and that "him and
Steve transact business together.” Ms. Armon later identified
a photograph of Kevin Gilmore as "KG." (R2:11). Because Ms.
Armon's conclusory allegations, the only allegations purport-
ing to tie Gilmore to the charged conspiracy, were unreliable
and uncorroborated, the trial court held that the complaint
failed to state probable cause against Gilmore (R23:33; AppP-.
34).

The state’s argument below ignored settled Wisconsin
and federal law requiring courts to determine whether informa-
tion in a criminal complaint is reliable when assessing
sufficiency. while a criminal complaint may be based upon
hearsay, see Wis. Stat. §968.01, "there must be something in
the complaint, considered in its entirety and given a common
sense reading, which shows why the information on which belief
is based should be believed." Ruff v. State, 65 Wis.2d 713,
223 N.W.2d 446, 449 (1974) (fn. omitted). Reliability is one
of the five questions a valid complaint must answer. See
Adams, 447 N.W.2d at 92. The required determination of
reliability must take into account the entirety of the
circumstances, including the informant's demonstrated veracity
and basis for knowledge. Wolske, 420 N.W.2d at 66, citing
Gates, 462 1J.S. at 238-39.

While a citizen informant who is a victim or mere

witness to a crime and aids the police without expectation of
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gain normally may be deemed reliable, e.g., State v. Paszek,
50 Wis.2d 619, 184 N.w.2d 836, 843 (1971), the same cannot be

said of an alleged co-participant. As this Court observed in

Paszek:

Information supplied to officers by the
traditional police informer is not given
in the spirit of a concerned citizen, but
often is given in exchange for some con-
cession, payment, or simply out of re-
venge against the subject. The nature of
these persons and the information which
they supply convey a certain impression
of unreliability, and it 1is proper to
demand that some evidence of their credi-
bility and reliability be shown.

Paszek, 184 N.W.2d at 842.

The Ninth Circuit, for instance, has taken judicial
notice that "[t]lhe use of informants to investigate and
prosecute persons engaged in clandestine activity is fraught
with peril.* United States v. Bernal-Obeso, 989 F.2d 331, 333
(9th Cir. 1993). By definition, the court said, such

[c]riminal informants are cut from un-

trustworthy cloth and must be managed and

carefully watched by the government and

the courts to prevent them from falsely

accusing the innocent, from manufacturing

evidence against those under suspicion of

crime, and from lying under cath in the

courtroom.
Id. The court further noted that "[o]ur judicial history is
speckled with cases where informants falsely pointed the
finger of guilt at suspects and defendants, creating a risk of
sending innocent persons to prison." Id. at 334.

There are limited circumstances in which the word of

an alleged accomplice may be deemed reliable, such as where
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the accomplice admits her own criminal culpability without
promise of benefit while also implicating the defendant. See
Ruff, 223 N.W.2d at 449-50. The Court must keep in mind,
however, that "[t]he fact that a person is making a broadly
self-inculpatory confession does not make more credible the
confession’'s non-self-inculpatory parts. One of the most
effective ways to lie is to mix falsehood with truth,
especially truth that seems particularly persuasive because of
its self-inculpatory nature." Williamson v. United States,
_ U.S. __ . 114 s.ct. 2431, 2435 (1994). Accordingly, the
statement of an alleged co-participant is "presumptively
unreliable as to the passages detailing the defendants’
conduct or culpability...." Lee v. Illinois, 476 U.S. 530,
545 (1986).

The mere inculpatory allegation of an alleged co-
participant thus is not sufficient for probable cause. There
must be facts as well to show "why credence should be placed
in [the informant’s) assertion." State ex rel. Cullen v.
Ceci, 45 Wis.2d 432, 173 N.W.2d 175, 181 (1970). The fact
that the trial court reguired such a showing in this case thus
was not error. See Paszek, 184 N.W.2d at 842.

C. The Redacted Complaint Failed to

State Probable Cause

The state conceded below, as it must, that it’s case
against Gilmore rests upon Armon’s statement to the police on
July 12, 1991. In marked contrast to Armon’'s detailed
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allegations against the other defendants (see R2:10, 30 (9s

19 & 30)), her claims about Gilmore were aptly described by
the trial court as "cryptic" (R23:28; App. 29). She merely
identified a photograph of Gilmore as a person known to her as
"KG" and stated in conclusory form that "KG" was "one of
Steve’'s workers" and that "him and Steve transact business
together." She also believed that "KG" lived on First Street.
(R2:11 (123)).

The trial court properly held that these allegations
were unreliable (R23:33; App. 34). See Section II, B, supra.
Indeed, Armon’'s attempts to blame others "are exactly the
[type of statements] which people are most likely to make even
when they are false; and mere proximity to other, self-
incriminatory, statements does not increase the plausibility
of the self-exculpatory statements," Williamson, 114 S.Ct. at
2435; see Lee v. Illinois, 476 U.S. at 545, and exactly the
type of statements for which corroboration is required. There
must be something showing why Armon nevertheless should be
believed. See Ceci, supra; Ruff, supra. This is especially
true given that Armon falsely accused Gilmore in her same July
12, 1991 statement of responsibility for drugs seized pursuant
to a search warrant, which drugs in fact belonged to someone
else (R2:11 (1% 23); see R23:32; App. 33).

Finally, Armon’s detailed allegations concerning the
involvement of others in the conspiracy renders her cryptic
assertions against Gilmore, if anything, even more suspect.
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The detail with which one is able to support one’s allegations
is highly relevant to the issue of probable cause. E.g.,
Gates, 462 1U.S. at 245 (noting "range of details®" in infor-
mant’s statement). Yet, while Armon amply detailed her
allegations against others, she could not, or at least did
not, do so with regard to her claims against Gilmore.

Given the totality of the circumstances presented in
the redacted criminal complaint, the trial court thus plainly
was correct in holding that the complaint failed to state

probable cause against Gilmore.
CONCLUSION

The Court of Appeals’ decision is wrong. WESCL and
Title III simply do not permit the disclosure of intercepted
wire communications in a criminal complaint and certainly do
not permit the state to publicly file such a complaint. The
trial court, moreover, was correct in denying the state the
benefit of its unlawful conduct and dismissing the redacted
criminal complaint for failure to state probable cause.

Mr. Gilmore, therefore, respectfully asks that this
Court reverse the Court of Appeals and reinstate the trial
court’s order dismissing the criminal complaint.

Dated at Milwaukee, Wisconsin, October 24, 1995,
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COURT OF APPEALS
DECISION
DATED AND RELEASED

April 11, 1995

A party may file with the Supreme Count a
pelition 1o review an sdverse decision by the
Coun of Appeals. See § 808.10 and RULE
809 .62, STATS.

No. 94-0123-CR

STATE OF WISCONSIN

NOTICE

This zinion is subject to funher editing. If
published, the official version will appear in
the bound volume of the Official Reports.

IN COURT OF APPEALS
DISTRICT I

STATE OF WISCONSIN,

KEVIN GILMORE,

Plaintiff-Appellant,

Defendant-Respondent.

APPEAL from an order of the circuit court for Milwaukee County:

JOHN A. FRANKE, Judge. Reversed and cause remanded.

Before Wedemeyer, P.J., Sullivan and Schudson, 1J.

SCHUDSON, J. The State of Wisconsin appeals from the trial court

order granting Kevin Gilmore's motion to strike the references to intercepled

communications in a criminal complaint, and dismissing the redacted complaint

l—_-
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against him for lack of probable cause.! We conclude that § 968.29(2), STATS.,

provides a prosecutor the authority to use the contents of intercepted communications

in a criminal complaint. Therefore, we reverse.

Between June 24 and July 15, 1991, in the course of an investigation
that included electronic monitoring of telephone conversations, the Milwaukee police
intercepted communications allegedly connecting Gilmore to drug transactions. The
police provided that information to a Milwaukee County Assistant District Attorney
who, on September 29,1992, filed a criminal complaint charging Gilmore and several
other defendants with conspiracy to deliver cocaine. The complaint contained
numerous references to the intercepted communications and included twenty-seven

pages of verbatim transcripts of those communications.

Gilmore moved to strike the contents of the intercepted wire
communications from the complaint, and to dismiss the redacted complaint for lack

of probable cause. The trial court concluded that the complaint’s incorporation of

! As a preliminary matter, we also have considered Gilmore's argument that this court lacks
jurisdiction to hear the State’s appeal due to the ten and one-half month delay between the trial
court’s oral decision dismissing the complaint against him and the State’s filing of a notice of
appeal. In this case, however, the trial court order of dismissal was filed on November 29, 1993,
and the notice of appeal was filed on January 6, 1994. Thus, the State’s appeal was timely and
this court has jurisdiction. See State v. Malone, 136 Wis.2d 250, 256-257, 401 N.W.2d 563,
566 (1987) (appeals court lacks jurisdiction where there is no final written judgment of order).
To the extent Gilmore makes a laches/due process argument regarding the State’s delay in
initiating this appeal, Gilmore has failed to support his argument that reinstatement of the
complaint will prejudice his defense.

———— T
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intercepted communications constituted an unauthorized disclosure under § 968.29,

STATs. The trial court struck those references and then, concluding that the

remaining information was insufficient to establish probable cause as t0 Gilmore,

dismissed the redacted complaint against him.

This case presents an issue of first impression: whether § 968.29,
STATS., allows a prosecutor to include intercepted communication in a criminal

complaint.  Section 968.29 sets forth the situations in  which intercepted

communications may be used and/or disclosed. As relevant to this appeal, the statute

provides:

968.29 Authorization for disclosure and use of
intercepted wire, electronic or oral communications.
(1) Any investigative or jaw enforcement officer who, by
any means authorized by ss. 968.28 to 968.37 or 18
USC 2510 to 2520, has obtained knowledge of the
contents of any wire, electronic or oral communication,
or evidence derived therefrom, may disclose the contents
to another investigative or law enforcement officer only
to the extent that the disclosure is appropriate 10 the
proper performance of the official duties of the officer
making or receiving the disclosure.

(2) Any investigauve of law enforcement officer
who, by any means authorized by ss. 968.28 to 968.37
or 18 U.S.C. 2510 t0 2520, has obtained knowledge of
the contents of any Wwire, electronic or oral
communication or evidence derived therefrom may use
the contents only to the extent the use is appropriate to
the proper performance of the officer’s official duties.



(3) () Any person who has received, by any
means authorized by ss. 968.28 to 968.37 or 18 U.S.C.
2510 to 2520 or by a like statute of any other state, any
information concerning a Wwire, electronic or oral
communication or evidence derived therefrom intercepted
in accordance with ss. 968.28 to 968.37, may disclose
the contents of that communication or that derivative
evidence only while giving testimony under oath or
affirmation in any proceeding in any court or before any
magistrate or grand jury in this state, or in any court of
the United States or of any state, or in any federal or
state grand jury proceeding.

Whether § 968.29, STATS., precludes the State from including

intercepted communication in a criminal complaint presents a question of statutory
interpretation, which is subject to our de novo review. See State v. Wittrock, 119
Wis.2d 664, 669, 350 N.W.2d 647, 650 (1984). The primary source of construction
is the language of the statute itself. State v. Guck, 176 Wis.2d 845, 853, 500
N.W.2d 910, 913 (1993). We conclude that, under the unambiguous language of

§ 968.29(2), a prosecutor is permitted to include intercepted communication in a

criminal complaint.

The parties agree that disclosure is only allowed as provided in the
statute. They argue at length about what they consider to be the intricate
interrelationships among subsections (1), (2), and (3)(@). In this case, however, we
think it analytically more helpful to first clarify the three distinct areas covered by
these three subsections. As relevant to the issue in this case:

—— 1
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— § 968.29(1), STATS., relates to disclosure of intercepted commun-

jcation from one law enforcement officer to another.

— § 968.29(2), STATS., relates to use of intercepted communication by

a law enforcement officer.

— §968.29(3)(), STATS., relates to disclosure through court testimony

concerning intercepted communication, by any person.

The parties and the trial court focused most closely on the “use” of the
contents by the police. The trial court concluded that while a police officer may
“use” the intercepted communication under § 968.29(2), the officer may not
«disclose” the communication in a complaint. Although the trial court’s examination

of the issue was thoughtful in this regard, we think it was incomplete by failing to

consider the prosecutor’s “use.”

According to § 068.27(10), STATS., a prosecutor is a law enforcement
officer for purposes of § 968.29, STATS. Therefore, when, as in this case, 2 police
officer “discloses” the contents of intercepted communication to a prosecutor, he or
she does so under § 968.29(1). When, however, the prosecutof “uses” the contents
of the intercepted communication in a criminal complaint, the prosecutor does so
under § 968.29(2). Under § 968.29(2), the prosecutor “may use the contents only

to the extent the use is appropriate to the proper performance of the officer’s official

-5-
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duties.” A prosecutor’s official duties include the preparation of criminal complaints.

See § 968.02(1). STATS. (“Except as otherwise provided in this section, a complaint

charging a person with an offense shall be issued only by 2 district attorney .... A

complaint is issued when it is approved for filing by the district attorney.”). A

prosecutor’s proper performance of official duties necessarily includes the preparation

of complaints that provide references to information and/or quotations from SOUrces

necessary to establish probable cause. See § 968.01(2), STATS. (“The complaint is

a written statement of the essential facts constituting the offense charged.”). Thus,
we conclude that § 968 29(2) provides prosecutors the authority to include intercepted

communication in a criminal complaint.

The Second Circuit Court of Appeals encountered a similar
circumstance in United States V. Gerena, 869 F.2d 82 (2nd Cir. 1989). The
government claimed that 18 USsScC. § 2517(2) “permits a prosecutor to use the
contents of intercepted communications in briefs and memoranda in a criminal case

and in various other ways in preparation for trial.” Id. at 85. The court agreed,

2 The words of 18 U.S.C. §2517(2) are virtually identical to those of § 968.29(2), STATS.
The federal statute provides:

Any investigative Of Jaw enforcement officer who, by any means
authorized by this chapter, has obtained knowledge of the
contents of any wire, oral, or electronic communication of
evidence derived therefrom may use such contents 1o the extent
such use is appropriate 10 the proper performance of his official

duties.

4
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rejecting “the argument that the statute always forbids public disclosure of

unsuppressed, intercepted communications in briefs and memoranda.” Id.

We acknowledge Gilmore's concern that a prosecutor, unilaterally,
would be able to publicly disclose intercepted communications by including them in
a complaint. Indeed, the State expresses the same concern and agrees that the best
practice may be to file a complaint that submits under seal those portions that are
based on intercepted communications. This would allow a court the opportunity,
upon request of either party, t0 consider maintaining the confidentiality of the
communications so that the filing of a complaint would not automatically result in
their public disclosure. See id. at 84-87; see also Certain Interested Individuals v.
Pulitzer Pub. 895 F.2d. 460, 465-466 (8th Cir.), cert. denied, 498 U.S. 880 (1990);

United States v. Woods, 544 F.2d 242, 253 (6th Cir. 1976), cen. denied, 430 U.S.

969 (1977).

We recognize that “disclosure to a limited audience of ‘professionally
interested strangers’ in the context of their official duties is not the equivalent to
disclosure to the public.” Pulitzer Pub., 895 F.2d at 465 (lawful “use and disclosure
of wiretap information in search warrant affidavits ... cannot transform the wiretap
information into non-wiretap information unprotected by Title III"). Thus, we
appreciate the parties’ apparent agreement that the best approach would afford the

trial court the opportunity to consider either party’s request to seal portions of a
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criminal complaint when it is filed.?

Therefore, we reverse the trial court’s order dismissing the redacted

complaint against Gilmore. We remand for further proceedings consistent with this

nsider the federal coutt decision in United States v. Gerena, 869
Considering 2 prosecutor’s “yse” of
e court guarded against the prosecutor’s

3 In this regard also, we ¢0
F.2d 82 (2nd Cir. 1989), valuable and instructive.
intercepted communications in briefs and memoranda, th

unilateral public disclosure:

(Wihen the government wants 0 use unsuppressed Title Il
materials in a publicly filed memorandum Ot brief, the
government must give defendants notice and the opportunity to
object. This ... will enable the district court, upon a defendant’s
objection, to perform the balancing test mandated by such cases
as [Press-Enterpn'se Co. v. Superior Court, 478 US. 1, 13-14
(1986), cert. denied, 485 U.S. 977 (1988), and In re the New
York Times Co., 834 F.2d 1152, 1154 (2nd Cir. 1987). If the
district court finds that privacy or fair trial interests cannot
otherwise be protected and that these interests outweigh the
public’s interest in access, it should order redaction or sealing.
In doing so, the district court must make findings specific
enough so that a reviewing court can determine whether the
sealing or redaction order was properly entered.

In recognition of the presumption of openness created by
the qualified First Amendment right of access 10 papers filed in
court, this ... will properly place the burden on defendants of
both objecting to the proposed briefs and memoranda and
persuading the court that the Title 11 material contained in them
should be continued under seal. This ... will insure that the
district court, not the prosecutor, makes the decision as t0 what
Title 111 material should be publicly disclosed. We believe that
[this] ... will also give appellants and others necessary
protection, while not hampering unduly the government's ability
to prosecute its case efficiently and the public’s right to know
what goes on in a federal court.

1d. at 86-87 (citations omitted).
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opinion on the original complaint.*
By the Court.—Order reversed and cause remanded.

Recommended for publication in the official reports.

‘ We note that trial court has not yet determined whether the unredacted complaint states
probable cause as to Gilmore.



CIRCUIT COURT MILWAUKEE COUNTY

STATE OF WISCONSIN
STATE OF WISCONSIN,
Plaintiff,
Vvs. Case No. F-923711
KEVIN GILMORE,
Defendant. ""“’F“"-F_ﬁ/_ﬂ
! 2%

-—

ORDER -

For reasons stated on record op February 1 and February 15, 1993, the Court granted
defendant Gilmore's motion t0 strike from the criminal complaint all allegations disclosing the
content of conversations obtained through court-ordered wire interceptions. Without these
allegations, the Court then found that the complaint failed to state probable cause with respect
1o defendant Gilmore and dismissed the complaint. Ina letter dated November 8, 1993, the state

has requested a written order of dismissal.

THEREFORE, IT 1S HEREBY ORDERED THAT the criminal complaint filed against
the defendant is dismissed without prejudice.

Dated: November 23, 1993
By the Court:

5/

John A. Franke
Circuit Judge

Branch 25
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wouldn't talk about it at the corner bar; that they

wouldn't disclose it improperly.
1 think clearly the Wisconein legislature wanted

to prevent people whose conversations were jntercepted
from having those conversations used improperly and
disclosed to people who are not authorized by the statute.

And as I indicated in my brief, I think that
discloeing those conversations to the Court in 2 Criminal
complaint is a proper use of those conversations and not--
pecause under the--if omitting the word "only” authorizes
law enforcement to disclose the contents to other law
enforcement officers or to a Court while giving testimony,
put it does not prohibit them from disclosing then to
anybody else, and I think that's clearly what the--it
would seem from the amendment that the Wisconsin
legislature wanted to make it clear to law enforcement
that those are the only appropriate purposes.

THE COURT: All right. I'm going to rule on
this issue, and then we'll see where we are. 1 initially
when I started looking at this 1ast week, thought that I
take this under advisement and consider it more carefully
put I believe that 1've had the chance to consider it wit
cufficient care to be able to rule from the bench at this

time, and I'm doing that in the interest of moving this

case along.

: 13 2
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I had considerable occasion in my work as a
lawyer for the federal governrent to stare at these three

subsections in their federal form about 11 or 12 years ago

and wonder what they meant .

1 struggled because 1 had to decide whether it
was proper to disclose things or not under certain
circumstance--under certain circumstances and who could
disclose them, and these three sections provided the
primary guidance for that, and I could not figure out what

they meant.
1 could not figure out what the intended

interaction between those three sections was, and the
first mystery had to do with the difference between ‘use”
and "disclose”; what the distinction is intended to be.

Any intentional disclosure, to me, is a use.
it's a type of use, and certainly most of the uses that
one can conceive of--at least a law enforcement person
could conceive of--involves some type of disclosure, soO
why the distinction?

The other mystery had to do with the reason why
there were two different disclosure sections; one and
three. Why was there 2 disclosure section for
investigative and law enforcement officers in sub. 1 and
then another section in sub. 3 that authorized disclosure

in one particular setting by any person?

14
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I--1 would have thought that in the intervening
11 or 12 years, that there would have emerged a clear
explanation for»this or a clear answer, and 1--it came to
me last week, and I realized that I was going to have to

wrestle with this again.
1 opened the briefs assuming that there was

going to be a clear answer there, and as is so often the

case in this business, 1 was disappointed to find out that
no Court had ruled on either this precise question in the

context of a Complaint, or even some closely analogous

questions.

In trying to decide what this means nowv, which
is what I believe I have to do, I start with the premise
that this is a statute which was intended and designed to
provide very tight controls over both the initial

interception of any conversation like this, and also the

subsequent disclosure.

The statutes--and I'm referring to both the
State and the Federal statutes together here--clearly have
as a priority not just controls over the ability of
someone and the way in which these things are intercepted,
but also tight controls over disclosure of any information
that's gleaned from an electronic surveillance

interception.

pisclosure is permitted only as authorized in

18
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the chapter. Interception is permitted only as
authorized, and there has to be some clear authorization
for someone to do either of those two things. That's my
understanding of both the specific and general intent of
this statute.

The State wants me to read sub. 2 to include
disclosures. They want to include within the ability to
use the contents the ability to disclose it. If all we
had was sub. 2 that might make sense, but it clearly

doesn't make any sense in light of the structure of the

statute here.

It would essentially make sub. 1 unnecessary an
probably makes--well, it wouldn't really apply to sub. 3,
put it would make sub. 1 totally unnecessary. Use means

something other tharn disclose, as far as 1 can discern in

reading these statutes.

The State also wants me to read sub. 1 to allow
law enforcement officers not only to disclose the content:
of these things to each other, but to disclose it publicl
as long as it's appropriate; as long as it's kind of in-
house.

1f someone else, like the Milwaukee Sentinel,
happens to find out about it, well, that's just--that's
just a sideshow from the fact that this is just law

enforcement disclosing it to the D.A. and then to the

16
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Court.
1 can't read sub. 1 in that fashion either.

while this statute certainly could have been better
drafted, I believe there is a way to read these three
gections so that each has its own meaning and that the
meaning is consistent with each of the others, and 1
believe that the general principles of statutory
construction require that I read it that way.

I1‘'m supposed to read the statute so that each of
the sections have meaning, as long as there's a logical
way to read it in that fashion, and while I've asked
questions about legislative history, I'm not sure that I
could defer to any legislative history here, since I don't
find on reflection that these statutes are particularly
confusing or ambiguous, such that we need to consul‘:::::
further evidence of what the legislature meant. I think
they're clear on their face.

Subsection 1 refers to private disclosures among
law enforcement officers. It simply sets a broad
requirement that any of these in-house disclosures be
appropriate, and there's certainly been litigation, as is
logical when you use words like "appropriate,” about what
that means and litigation about whether that can extend tc
gearch warrants and other types of applications.

But while there are certainly difficult

17
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questions that may have to be answered, this case doesn't

present one. This was not some in-house lav enforcement-

to-law enforcement disclosure.

And I--1 will not read this to mean that as long
as law enforcement is disclosing it to law enforcement--
which is what your have here--if someone else happens to
be sitting at the table and overhears it, that that's
okay. That's not what the statute had in mind. This is

just--sub. 1 is just what I would call private law
enforcement disclosure.

With respect to sub. 2, 1 assume that it
occurred to someone drafting this statute that law
enforcement officers can use this material without
disclosing it. While I used to have trouble wondering
what that might be, I really don't any more.

paragraph 23 of the Complaint provides a perfect
example. If you do a wiretap, you can then take the
benefit of that information, target a particular house,
and go out and do an undercover buy. I suppose oné could
argue about whether that's appropriate or not, but that's
a separate issue to be litigated.

1 believe that's what sub. 2 is concerned with;
uses that don't involve disclosure. The undercover
officer who went to--allegedly went to Ms. Gilmore's house

and attempted to do a buy didn't have to say anything;

16

lq‘“—-




FORM LABER BOND A PENGADANDY 190848318000

ﬁ'j

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

didn't have to disclose anything about the wiretap in
order to do that, but clearly he, oOr he in connection with
other law enforcement officers, was using the--the
electronic surveillance.

There are many other ways in which law
enforcement officers do use this material without
disclosing it, and certainly one could imagine law
enforcement going to a person, telling them that they've
peen the subject of a wiretap and that they're going to
disclose it to the D.A., OT maybe a choice conversation tc
the target's wife, unless the--the potential subject
cooperates and becomeg an informant.

Now, is that appropriate or not? 1 don't knov,
but that's not the issue. It's simply an example of--of
the use of this material without disclosing it, and that,
I believe, is what sub. 2 has to do in the whole picture
here, and neither sub. 1 or sub. 2, in my view, applied to
the disclosure of this material in a Criminal Complaint.

Sub. 3 covers any person, €O it certainly covers
a District Attorney filing a Complaint, but it also does
not provide authorization for any disclosure. It, in the
federal sense, allows disclosure--it gspecifically
addresses the issue of disclosure while giving testimony
and allows for it, put it provides no authorization for

disclosure in any other setting.

- 19 a
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The State of Wisconsin has included the word
“only” twice, and what I believe the intent was--although
my belief about it isn't particularly important--but what
1 suspect the intent was, was to clarify at least part of

the ambiquity in the federal statute.

By including the word "only" in both sub. 1 and
sub. 3, I think the State of Wisconsin was trying to make
more clear the reading of this statute that I have given
it. I think that's what the federal statute probably
meant, and Wisconsin has made it more clear--although not
perfectly clear--by including the word "only®.

The only circumstance in which someone is given
authorization to disclose this material, other than in
gub. 1, is while giving testimony under oath or

affirmation in any proceeding.

1 have to assume that the Wisconsin legislature
meant what it said, and that there is no authorization to
do anything other than these three things just because it
makes sense to law enforcement people; just because it

might be appropriate, but for the law.

it's not really pertinent to speculate about the
reasons for this, but there are some reasons why the
legislature may have done this. pisclosure in a Criminal
Complaint is very different than disclosure in--in a

public trial setting.
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The main difference is in a public trial or
hearing setting the defendant, at least arguably, has the
right to challenge the use and seek suppression of it
before it's disclosed. The defendant has no such right ir
a Complaint setting.

In a trial setting, there is a third party
there. There's a referee; & judge there who has some
control over the proceedings and can provide the relief
that the statute wants to have here to make sure that
someone's privacy isn't needlessly interfered with.

That situation just doesn't exist with a
Complaint. And so the legislature, while it certainly
raises questions as to what law enforcement is supposed tc
be doing with this stuff after it gets it, might very well
have wanted to have this kind of limitation that nothing
be disclosed simply by filing papers in the court file,
which is a public file, and have all of this stuff become
a part of the public arena, only to later find out that it
was not appropriate; that it was not right; that it was
improperly taken; and that there is no probable cause and
this material never should have come out in the first
place.

For those reasons, I believe there is no
authorization anywhere in the statute--the Wisconsin or

the federal law to disclose this material in a Criminal

21
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Complaint, and as a consequence, it may not be disclosed

in a Criminal Complaint.

Now, that leads me to the question of what the
remedy ought to be. That is, eimply because this stuff
ghouldn't have been disclosed doesn't mean that I have to
gtrike it or should strike it.

I'm not sure there's any clear quidance on this,
but I've thought about it. I'm satisfied that the only
reagonable remedy is to strike it. That is somewhat
analogous to the exclusionary rule, in that to use it now,
to consider it now, to talk about it now would essentially
put the Court in the position of promoting a violation of
the statute.

It would essentially put the Court in the
position of using material that should not have been
disclosed, and while I don't pelieve there is any specific
directive here as to what to do--other than the criminal
sanctions, which I think are clearly inappropriate here
but aren't up to me--even though there's no particular
guidance as to what to do, I think the only reasonable
course is to find that since this material should not have
been disclosed, the Court cannot participate any further
in its disclosure, and that it cannot consider it in

assessing the probable cause in the sense 1 never should

have read it to begin with, so I am going to grant the
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motion to strike any material in the Criminal Complaint
which discloses the contents of any electroaic

surveillance.

Now, I notice that the State argued that there
is enough in the Complaint without this. I'm going to
need some time to consider that. 1 don't know if the
State wants some time to consider whether they want to go
with this or not. Ms. Vinopal?

MS. VINOPAL: That--I would request a little
time to do that, your Honor. I would just ask--there is
one issue that, in light of the Court's ruling--the State
took the position that disclosure was appropriate in the
Criminal Complaint under the statute, but would the Court
address the issue as to whether a police officer swearing
a John Doe judge as to the contents of the Criminal

before

Complaint, such as when Judge Wagner sworeé Detective Byers
to this Complaint--

Is the Court holding that that is not giving
testimony under oath or affirmation as contemplated by the
statute?

THE COURT: I meant to ask you about that and
1--1 didn't.

MS. VINOPAL: That was, at one point, raised
pefore Judge Geske--a position that the State abandoned in

this case--but I think if the Court is relying on that

23
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PHE COURT: You’‘re not bound by your normal
charging practice? Don’t you normally charge them as

attempts to deliver?

MS. VINOPAL: No. Under Chapter 939, no.

THE COURT: I meant with that charging
language.

MS. VINOPAL: I guess I haven’t done or
geen enough to know if there’s a general practice in
that respect. And based on other information that the
State has, namely the statement of Renee Tubbs and the
conversations, that it is the State’s position that a
delivery occurred.

THE COURT: All right. I thought I was
prepared to rule on this, but I‘m going to take a minute
to go through the complaint again, and then rule on the
sufficiency of the complaint as to Counts 1, 2, and 4.
And then we’ll proceed. We’ll take about a ten-minute
recess.

(Recess was had at 9:53 A.M.)

THE COURT: We’re back on the record in
this case. The appearances are the same.

For the benefit of the student visitors,
this is a case in which the defendants are charged with
conspiracy to deliver cocaine, and I have been consider-
ing a number of pre-trial motions related to a number ;f

-23- App. 24 _
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different things, including whether or not the cosplaint
is sufficient.

Counsel, I'm a little surprised that the
State wants to proceed on this particular complaint,
and I suspect the defendant has some reasonably strong
interest in not winning this particular motion, but I‘ve
looked back at the complaint again, and 1 will give you
each the benefit of my best ruling on this subject.

Deciding what is or is not probable cause
in a complaint isn’t always the clearest or easiest call
to make, but I‘m going to review what is in the complaint
after taking out what I have excised in an earlier ruling,
and decide whether or not there’s probable cause for each
of the charges against each of the defendants.

With respect to the conspiracy charge,
what we have as an allegation here is primarily based
on the assertions of Ms. Armon, and her basic outline
of the conspiracy is set forth in Paragraph 9 in state-
ments that she apparently made subsequent to July 15,
1991, which appears to have become an increasingly impor-
tant date here. Not the 15th, but the fact that these
statements were made subsequent to July 15th. She de-
scribes being involved in what appears to be a classic
cocaine type conspiracy where Steve Campbell is in effect
at the top, and a number of other people were working _

.
-24- p- -
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for him in distributing--distributing cocaine.

The essential allegations as to Mr. Perry’s

involvement in the conspiracy also come from Ms. Armon,
and those are in Paragraph 19. She states that Roger
would work for Steve; if Steve and Roger were going to
make a delivery, Roger would carry the cocaine in his
pocket. She further stated that Steve used to buy Roger
clothes and would give him a few dollars on the side.
She stated that Roger was trying to get off dope. Fur-
ther, that he would make runs and deliver whatever some=
body wanted, an eight-ball, a half, a quarter, and she
apparently identified a photograph of Roger Perry, pre-
sumably by saying that is the Roger Perry about whom

1 am speaking.

The essential allegations as to Gilmore’s
involvem
in which, on July 12, 1991, Ms. Armon apparently stated
that someone named K.G. was one of Steve’s workers, that
she and--that he and Steve--that is K.G. and Steve--trans-
acted business together. She jdentified a photograph of
Kevin Gilmore as the person that she called K.G.

The allegations involving Mr. Richards’
involvement in the conspiracy are found in Paragraph 30.
On January 29, 1992, apparently Ms. Armon told the coa-
plaining officer vitness that Kevin was one of Steve’s

-25- pp. 26 _
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alternative suppliers. She stated that if he wanted--
{f Steve wanted an ounce put couldn‘t get it from Kevin
Richards, he would get it from Tony. She stated that
the cocaine that was taken out of Steve’s father’s house,
which apparently refers to the gearch on July 11, 1991,
was Kevin'’s, and that Kevin fronted it to Steve. I don’t
remember the exact amount, but there was & considerable
quantity of cocaine taken out of Steve'’s father’s house,
as described in paragraph 17.

She refers to one specific night when--
when Kevin Richards--and I’'m--I‘m using the full name
of Richards here, although the paragraph refers to Kevin--
that Kevin Richards came to the house and picked up Steve,
they went to Steve’s father’s house and mixed it up. She
states that on some occasion, apparently the same one,
Steve had told her that he had to pick up four more ounces
from Kevin. She told the police that Steve didn’t pay
Kevin for the dope which was taken out of his father’s
house.

Now, all of those allegations come from
Ms. Armon. Certainly the existence of some kind of dope
dealing conspiracy is also established by what was found
at the search warrant execution, and detailed in Para-

graph 17.

Furthermore, the existence of some

26 qu-
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conspiracy along the lines described by Ms. Armon is
significantly corroborated in statements from Willie
Campbell, who’s apparently Steve Campbell’s father, on
the night or day of the search, and his statements are

in paragraph 17, and there are also statements from at

least three other persons who were arguably Steve--Steve
Campbell’s workers in some respect, and that’s a Mr. Boyd,

whose confession about this is in Paragraph 11; Mr. Henry,

whose confession is in Paragraph 12; and a Mr. Morris,

whose admissions are in paragraph 14. 1 don’t believe
any of those admissions implicate any of the current
defendants, but they certainly tend to corroborate what
Me. Armon has said about the existence of a conspiracy.

There’s also statements from a Mr, Gerald
Campbell detailed in Page 15. 1If his relationship to
Steven Campbell is indicated, 1 have missed it. I assumed
that he’s related, but I don’t recall finding just--find-
ing any jndication of just what the relationship is. But
Mr. Campbell apparently made admissions at his sentencing
hearing that he was involved with Steve Campbell in a
cocaine distribution conspiracy. He was not implicated
by any of the other co-defendants directly.

Further corroboration is found in the

fact that there was an undercover buy from Gerald Camp-

bell, but that’s a relatively minor corroboration here.

-217- pp. 28
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of a conspiracy, and as to the involvement of Defendants
Perry and Richards in the conspiracy, I think that it’s
sufficient. Paragraphs 19 and 30 provide a fairly de-
tailed account of what Ms. Armon says those two were
doing. Both of those interviews--or rather the state-
ments about each of those defendants were allegedly
made on January 29, 1992, which was significantly after
¥s. Armon had confessed her involvement in the enter-
prise, and presumably believed to be facing some pos-
sible sanctions for it, and not want to falsely accuse
people or not want to lie about what she observed and
what in fact happened.

The allegations with respect to Mr. Gil-
pore raise a different question in a couple of respects.
Pirst of all, they’re much less--they’re of much less
detail, and they’re somewhat more cryptic. Now, part
of this may simply be that the electronic surveillance
allegations have been excised, so this doesn’t read as
well as it might if the State had redrafted this com-
plaint. But even putting that aside, what we’ve got
is an allegation that Kevin Gilmore was one of Steve’s

workers, and that the two of them transacted business

together.
o9 App. 29 _
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Reading the complaint in its entirety,

1 have no problem concluding that what Ms. Armon was
talking about there was the drug conspiracy, and the
defendant ‘s objection on the ground that it doesn’t say
what kind of work he was doing is--is not one that I‘m
willing to sustain based on a reading of the whole com-
plaint. I‘'m a little troubled by the identification
here, but this is fairly standard practice in complaints,
and I‘'ve sustained it before and will continue to do

so, noting only that this photographic identification
business can be dangerous, in my view.

The evidence here is that Ms. Armon knew
all of these people and saw them reqgularly. I have less
trouble with this kind of jdentification here than if
a witness saw an alleged perpetrator once and then uses
a photograph to say that’s--that’s who did it. Maybe
it’s my own uncertainty about ever wanting to identify
someone from a photograph that causes me to be concerned
about this, but in the context of this complaint, I'm
going to find that the identification is sufficient.

The problem is just now brief and un-
adorned the description of his role is, and more impor-
tantly, the problem is the timing of Ms. Armon’s state-
ments. The Gilmore statements in Paragraph 23 were

allegedly made on July 12, 1991. is is the day after--
RN B
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perhaps the early morning hours after the search. Based
on the complaint, at this point Ms. Armon has not impli-
cated herself in this enterprise, and I don’t--1‘m not
sure the extent to which that argument is available to
the State in finding some corroboration for what she
says.

I want to start with the proposition that
complaints which--a complaint pased solely on the accu-
gation of a co-defendant or suspect has to be viewed very
critically. Anything else would be a very dangerous prac-
tice. At least in the brief time I’'ve had here, there
doesn’t appear to be a lot of support directly for this
proposition that I‘ve been able to find.

pefendant Gilmore cited a 1970 case, Cullen
v, Ceci or something like that, which seems to stand for
the proposition that hearsay is okay, but there needs to
be some corroboration. More-- A little more recently,

1974, in Ruff v. State, 65 Wis. 2d 713, the Supreme Court

indicated that reliance on accusations by a co-defendant
were okay if the co-defendant has implicated him or her-
self. I think in that case, there were two accomplices
who implicated the defendant. On Page 720, the Court
says we have specifically held that when a participant
ip a crime admits his own participation and implicates
another, an inference may be reasonably drawn that he

B
-30- App. 3 _
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is telling the truth.

There may be something directly on the
issue that I am trying to focus on here, which is
Ms. Armon’s status as of July 12, 1991, but certainly
the implication of that ruling in Ruff is that without
admission of participation, it’s not enough--at least
it may not be enough.

I’'m supposed to use my cCommon sense, and
after a search warrant goes down, there’s an awful lot
of scrambling that goes on, an awful lot of false state-
ments get made. Sometimes people tell the truth, some-
times they lie about what happened. But I believe that
the statements of a participant in the hours shortly
after the execution of a search warrant by themselves
blaming somebody else are not enough to establish prob-
able cause, and I‘ll indicate once again that any other
ruling would be extremely dangerous. Anything that some-
one starts saying after the execution of a search warrant
could be put in a complaint, and people could be rounded
up, and then someone would sort out whether the defen-
dant--the other defendant, the Armon person, the person
in Ms. Armon’s situation--was telling the truth or not.

there’s one other reason to be suspicious
here, and that has to do with just what it is Ms. Armon
means when she says, "I don’t know if he on First Street

L]
-31- App. 32 _
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or what, but if he, if you all raided a house, that was

his stuff." And until Mr. Shellow indicated it, I didn’t
make the connection between the raid referred to in Para-
graph 23 and the search warrant referred to in Paragraph

27. But given the dates, it certainly seems logical that

she was aware of the raid. She was being asked about it,

and that she may have peen referring to it, and the fact
that she blamed Gilmore for that on the 12th, then later--
nuch later said oh, that was Richards’ stuff, is a factor
which simply raises a question about her credibility. A
significant question.

Now, 1 have found in ruling on Defendants
Perry and Richards that Ms. Armon’s statements are suffi-
cient because they are corroborated by a lot of other evi-
dence, including the gearch, and because they were made
after--long after a time when she had admitted her own
participation in the offense. Certainly one can say,
well, she told the truth later, at least she appears to
be credible later, therefore ghe was credible on July 12th.
And that’s the argument that I've spent some time here
wrestling with, and it’s essentially an arqument that
1--1 reject.

The fact that any criminal defendant at

some point admits his or her involvement and appears to

tell the truth might in some veri small vn‘ enhance th.|.

-32- App. 33
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credibility of their earlier statements, but only in a
very minor way, because case after case comes through
court where defendants have, prior to admitting their
participation in what we think is an honest fashion,
told one, two, three, or many other different stories.
So 1 can find no corroboration for Ms. Armon‘s July 12th

statements in her later apparently truthful and corro-

pborated statements. The participant-- The admissions

of your own participation have to come at or before the

time when you accuse other people. paragraph 23 is not
enough to link Mr. Gilmore to the conspiracy, and I'm

going to find that the complaint is insufficient as to

pefendant Gilmore on Count 1.

Now, Mr. Shellow raised a number of other
issues that I haven’t had to rule on, but other defendants
have joined in, that I don’t think save the other defen-
dants here. I don’t believe that any--that as to Defen-
dants Perry and Richards, the State has just shown some
kind of mere buyer or seller relationship which would
require me to dismiss this complaint. There was clearly--

There’s clearly alleged more than that as to both of

these defendants.
Mr. Shellow complained about not knowing
what cocaine it was that the defendant was charged with.

I-- I don’t know that there’s ani ﬁliﬁtion in i 2

-33- App. 34 _
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conspiracy charge to hold up any unique package of cocaine
and say that this is it. I think it’s enough to prove

the elements of a conspiracy or to allege the elements

of a conspiracy. But as to these two defendants, and

as to this complaint, I think it’s clear that they‘re
being charged with a conspiracy to distribute a lot of
cocaine, including the cocaine that was found on July
11th. And the complaint is sufficient to notify them

of what they are charged with in that respect.

Count 4 as to Defendant Richards relies
on the same package of evidence as the conspiracy, and
I find that it’s sufficient as to Defendant Richards.

Count 2 as to Defendant Perry now relies
only on some admissions by Mr. Perry made on December 2,
1991, Defendant Perry in paragraph--this is in Para-
graph 18--stated that he did in fact take dope to Renee’s
home, but that Renee made him take it back because the
people that ordered the dope were not there. I think
this is all we’ve got left, and it doesn‘t say when this
occurred, it doesn’t say where this occurred.

I considered on my own trying to make
an effort to adopt the complaint to identify Renee as
Michelle Johnson who lived at 1411 North Sixth Street,
but that sentence is all tied up with I believe disclo-

sures of the contents of an intercepted conversation
o SR I

-34- App. 35
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and it doesn’t solve the problem of when, even if it
does solve the problem of where.

But the problems go on and on. The de-
fendant-- The defendant’s statement is just too thin.

It just doesn’t say enough that--that can draw on any
other material in this complaint to establish that at
any point close to the time charged, at any place in
the City of Milwaukee, the defendant delivered cocaine.
I can stretch and find that dope means cocaine, I can--
I can do all sorts of gymnastics, but I shouldn’t have
to. A complaint’s supposed to give someone reasonable
notice, and this just doesn’t.

Count-- I find that the complaint as to
Count 2 isn‘t sufficient. So as to Defendant Gilmore,
the complaint is dismissed--it’s Count 1. As to Defen-
dant Perry, Count 2 is dismissed. As to Defendants Perry
and Richards, their motions to dismiss Count 1 are denied.
And any motions to dismiss Count 4 as to Richards, the
motion is denied.

MR. VINOPAL: Your Honor, before Mr. Shellow
and Mr. Gilmore leave, I would just enter the State’s ob-
jection. I think the appropriate remedy would have been
for this Court to grant a stay for the State to appeal
the Court’s decision with respect to the wire tap deci-

sions of the criminal complaint Wo
il a
36 —
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w# the maintenance of secrecy 1n that proceeding John Doe discussed State v
O'Connor. 77 W {2d) 261. 22 NW 2d) 671

No restrctions of 1he 4th and Stk amendmenis preciude enforcement of an
order for handw niing exemplars directed by &reﬂdln!]ud'c in Jo*n Doe pro-
ceeding Saate v Doe. 73 W < 2d) 161 254 NW (24} 210

Seemotc to Art I sec 8. 1uing Ryan v State, 79 W {2d) 83, 255 NW 12d)
910
This section does not violate constitutional sepatation of powers doctnine
John Doe discussed. State v Washingion, 83 W (2d) 808. 166 W (2d) 597
(1978

Balance beiween public’s S’M 10 know and need for secrecy in John Doe
proceedings discussed In re Wis Family Counsehing Servces + State. 95 W
12d) 670. 291 NW {2d) 631 (C1. App IQ{OL

John Doe judge may not usue materal witness warrant under 969 01 13).
Stale+ Beady. 118 W (2d) 134, 345 NW (2d) $1 {CL App 1984}

¥hen John Doe proceeding is not joint executive and judal undertakn

acedure does not violaie separanon of powers doctrine and i constilutional
ate v Unnamed Defendant 130 W i2d) 352, 441 NW (2d) 696 11989

Limats of judge’s authonity in e«sudmg over or conducling John Dor pro-

ceeding ducussed. 16 Any Gen 137

08827 Oofinions. In s 96828 19 968.37:

(1) “Aggrieved person™ means 8 person who was 2 pary o
any intercepted wire, electromic or oral communication o ,
person against whom the interoeption was directed.

() “Aural transfer”™ means s transfer containing
human voice at any point from the poiat of origin 10 the pog,
of reception.

(3) “Contents™ when used with respect to any wire, gy,
tronic or oral communication, includes any informatig
concerning the substance, purport or meaning of (hy
communication.

{4) “Electronic communication™ means any transler
signs. signals, writing, images, sounds, data or intelligence o
any nature wholly or partially transmitted by a wire,
electromagnetic, photoelectronic or photooptical sysiey
“Electronic communication™ does not include any of g,
following:

(a) The radio portion of & cordless tzlephone communigy,
tion that is transmitted between the cordless telephone hang.
set and the base unit,

(b) Any wire or oral communication.

{¢) Any communication made through a tonec-only Papng
device.

(d) Any communication from a tracking device.

(5) " Electronic communicalion service’ means any servigg
that provides its users with the ability to send or receive win
or electronic communications.

{6) "Electronic communicalions system™ means any wirn,
radio, electromagnetic, photooptical or photoelectronic facl.
ities for the transmission of electronic communications, and
any computer facilities or related electronic equipment for the
electronic storage of those communications.

() “Electronic, mechanical or other device™ means any
device or apparatus which can be used 1o intercept a wire,
electronic or oral communication other than:

{a) Any telephone or telegraph instrument, equipment or
facilities. or any component thereof, which is:

I. Furnished to the subscriber or user by a provider of
electronic or wire communication service in the ordinary
course of its business and being used by the subscriber or user
in the ordinary course of its business or furnished by the
subscriber or user for connection 10 the facilities of the service
and used in the ordinary course of its business; or

2. Being used by a provider of electronic dr wire communr
cation service in the ordinary course of its business, or by
law enforcement officer in the ordinary course of his or her
duties.

{b) A hearing axd or similar device being used to correa
subnormal hearing to not better than normal.

(8) “Electronic storage”™ means any of the following:

(a) Any temporary. intermediate storage of a wire or
electronic communication incidental to the electronic trans
mission thereof.

{b) Any storage of a wire or electronic communication by
an electronic communication service for purposes of backup
protection of the communication.

(9) “"Intercept” means the aural or other acquisition of the
contents of any wire, electronic or oral communication
through the use of any electronic. mechanical or other device.

(10) “'Investigative or law enforcement officer’ means any
officer of this state or political subdivision thereof, who 8
empowered by the laws of this state to conduct investigations
of or 10 make arrests for offenses enumerated in ss. 968.28 10
968.17. and any atlorney authorized by law 1o prosecule of
participate in the prosecution of those offenses.

(11) “Judge” means the judge sitting at the time a8
application is made under 3. 968.30 or his or her successor

- App. 37 —
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unication is hot subject to interceplion under Circwm-

o justifying the expectation. “Oral communication”
not include any electromic communication.

(19) “Pen register” means a device that records or decodes
#mmic of other impulses that identify the numbers dialed
ot otherwise transmitted on the telephone line 1o which the
Jevice is attached. *Pen register " does not inchude any device
wd by 3 provider or customer of a wire or electronic

municalion service for billing, or recording as an incident

billing. for communications services provided by the

'-ovider or any device used by a provider or customer of a

gift COMMURication service for cost accounting or other like
in the ordinary course of its business.

(+4) "Readily accessible to the general public™ means. with

1 10 2 radio communication, that the communication is
got any of the following:

(a) Scrambled or encrypted.

(b) Transmitted using modulation techniques whose essen-
jal parameters have been withheid from the public with the
siention of preserving the privacy of the communication.

{c} Carried on a subcarrier or other signal subsidiary to a
adio transmission.

(d) Transmitted over a communication sysiem provided by
scommon carrier, including a cellular mobile radio telecom-
gunications utility, as defined in s 196.202 (1). unless the
communicalion is a tone-only paging system communication.

{¢) Transmitied on frequencies allocated under 47 CFR

25, subpart D, E or F of part 74, or part 94, unless in the
ase of & communication transmitied on a frequency allo-
ated under 47 CFR part 74 that is not exclusively allocated
wbroadcast auxiliary services. the communication is a 2-way
woice communication by radio.

(15} “Trap and trace device™ means a device that captures
#e incoming electronic or other impulses that identify the
sriginating number of an instrument or device from which a
wire or electronic communication was transmitted.

(18) “User™ means any person who or entity that:

(a) Uses an electronic communication service; and

(b} Is duly authorized by the provider of the service 1o
engage in that use,

(17 “Wire communication” means any aural transfer
wade in whole or in part through the use of facilities for the
mnsmission of communications by the aid of wire. cable.
microwave or other like connection between the point of
origin and the point of reception, including the use of the
connection in any switching station, furnished or operated by
my person engaged as a public utility in providing or
operating the facilities for the transmission of intrastate,
interstate or foreign communications. “Wire communica-
ton ™ includes the electronic storage of any such aural trans-
fer. but does not include the radio portion of a cordless
telephone communication that is transmitted between the

cordless telephone handset and the base unit.

History: 1971 ¢ 405.93.19872 399, 19912 39

onstiiutionahity of 968 27 10 968.30 upheld State e re). Hussong v Froe-
Teh 62 W {ld) 877 213 NW (2d) Y90

!nformant who ® pany o lape mcorded telephone conversation also ac-
qared conversation in his mind. regardless of use of Lape recorder. 1t 15 not an
“miercept.” Informani may 1c3tify 10 conversauion without use of recording
Saie v. Maloney. 161 W {1d) 127 467 NW (2¢) 213(CL App. 19911

9%8.28 Application for court order to Intercept communl-
eations. The attomney general together with the distnct
attorney of any county may approve a request of an investiga-
tive or law enforcement officer to apply 10 the chief judge of
the judicial administrative district for the county where the
mierception is to take place for an order authorizing or

COMMENCEMENT OF CRIMINAL PROCEEDINGS 048.26

spproving the istererption of wire, electroaic or oral commy-
nications. The chief judge may under 5. 9685.30 grant am order
suthorizing or approving the interception of wire, electronic
or oral communications by investigative or law enforcement
officers having responsibility for the investigation of the
ofTense for which the application is made. The authorization
shall be permitted only if the interception may provide or has
provided evidence of the commission of the offense of homi-
cide, felony murder, kidnapping, commercial gambling. brib-
ery. extortion or dealing in controlled substances or a com-
puter cnme that is a felony under 5. 943.70 or any conspiracy
1o commit any of the foregoing offenses.
History: 1970 ¢ 219: 1977 ¢ 449, 19812 438, 1917 2. 9%

$#63.29 Authorization for disclosure and uss of Inter-
cepted wire, slectronic or oral communications. (1) Any
investigative or law enforcement officer who, by any means
authonzed by ss. 968.28 to 968.37 or 18 USC 2510 to 2520,
has obtained knowledge of the contents of any wire, clec-
tronic or oral communication, or evidence derived therefrom,
may disclose the contents to another investigative or law
enforcement officer only to the extent that the disclosure is
appropriate to the proper performance of the official duties
of the officer making or receiving the disclosure.

{2) Any investigative or law enforcement officer who, by
any means authorized by ss. 968 .28 10 968.37 or 18 USC 2510
to 2520, has obtained knowledge of the conlents of any wire,
electronic or oral communication or evidence derived there-
from may use the contents only 10 the extent the use is
appropriate to the proper performance of the officer's official
duties.

(3} (a) Any person who has reccived, by any means
authorized by ss. 968.28 10 968.37 or 18 USC 2510 to 2520 or
by a like statute of any other state, any information concern-
ing a wire, electronic or oral communication or evidence
derived therefrom intercepled in accordance with ss. 968.28
to 968.37. may disclose the contents of that communication
or that denvative evidence only while giving testimony under
oath or affirmation in any proceeding in any court or before
any magistrate or grand jury in this state, or in any court of
the United States or of any state, or in any federal or state
grand jury proceeding.

{b) In addition 1o the disclosure provisions of par. (a), any
person who has received. in the manner described under s.
968.31 (2) (b}, any information conceming a wire, electronic
or oral communication or evidence derived therefrom, may
disclose the contents of that communication or that deniva-
tive evidence while giving testimony under oath or affirma-
tion in any proceeding described in par. (a) in which a person
1s accused of any act constituting a fefony under ch. 161, and
only if the party who consented to the interception is avail-
able 10 tesufy at the proceeding or if another witness is
available 10 authenticate the recording.

(#) No otherwise privileged wire. electronic or oral com-
munication intercepted in accordance with, or in violation of.
s5. 968 28 10 968.37 or 18 USC 2510 to 2520, may lose its
privileged character.

{5} When an investigative or law enforcement officer, while
engaged in intercepting wire, electronic or oral communica-
tions in the manner authorized. intercepts wire, electronic or
oral communications relating to offenses other than those
specified in the order of authorization or approval, the
contents thereof, and evidence derived therefrom. may be
disclosed or used as provided in subs. (1) and (2). The
contents and any evidence denved iherefrom may be used
under sub. (3} when authonzed or approved by the judge who
acted on the onginal application where the judge finds on
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tater than 43 hours. that the contents were otherwise inter-
cepted in sccordance with s3. 968.28 10 968.37 or 18 USC
2510 10 2520 or by a like statute.

Hissery: 1971 ¢. 8 3 91,93 1987 s 399, 19892 121, 359
intercepaed oral or wire commumcations G be siroduced

only if the mterception wis under 968 Y- consent by one panty 1o
ﬁMilﬂMl&lkﬂ rel. Arnold v. Coumty Court. st
w24 A IITNWQ:L::“ antul. the voreed by
Amam- y are lawfuyl. t y are not A ‘
968 28 10 968 33 |."f;'|s Aty amnfm the contents cannot be admitied
a1 endence in chief, but 963 (3) does not prohibit grving such 1pcs 10 the
sute Sme v. Waste Management of Wisconsin, Inc. 81 W (3d) 545261 NW

197
Suncr intercepuon by government agents of informant’s telephone call was

exclusively done by federal agents and was aw iyl under federal law. Wisconsin
lw dud Aot govern its admssibility into evidence 1n 3 federa) prosecution ROt~
-numdin&thal Ihe telephone call may have been a Frivikged communica-
tion uader Wisconsin law United States v. Bem, 397 F Supp. 1086.

9568.3 Procedure for interception of wire, glectronic or
oral communications. (1) Each application for an order
authorizing or approving the interception of a wire, elec-
tronic o oral communication shall be made in writing upon
oathor affirmation to the court and shall state the applicant’s
authority to make the application and may be upon personal
kxnowledge or information and beliel. Each application shall
inciude the following information:

(a) The identity of the investigative or law enforcement
officer making the application. and the officers authorizing
the application.

(b) A full and complete statement of the facts and circum-
stances relied upon by the applicant. to justify his belief that
an order should be issued. including:

1. Details of the particular offense that has been. is being.
or is about 1o be committed:

2. A particular description of the nature and location of the
facilities from which or the place where the communication is
to be intercepted:

3. A particular description of the type of communications
sought to be intercepted: and

4, The identity of the person. il known. committing the
offense and whose communications are to be intercepted.

() A full and complete statement whether or not other
investigative procedures have been tried and failed or why
they reasonably appear 10 be unlikely 1o succeed if tred or to
be too dangerous.

(d) A statement of the period of time for which the
interception is required 10 be maintained. If the nature of the
investigation is such that the authorization for interception
should not automatically rerminate when the described Lype
of communication has been obtained. a particular description
of facts establishing probable cause to believe that additional
communications for the same type will occur thereafter.

(¢} A full and complete statement of the facts concerning
all previous applications known to the individual authorizing
and making the application, made to any court for authonza-
tion to intercept, or for approval of interceptions of, wire,
electronic or oral communications involving any of the same

ns. facilities or places specified in the application. and
the action taken by the court on cach such application: and

(T} Where the application is for the extension of an order. a
sialement sctting forth the results thus far obtained from the
interception, or a reasonable explanation of the failure to
obtain such results.

{2) The court may tequire the applicant 10 furnish addi-
tional testimony or documecniary evidence under oath or
aflfemation in support of the application. Oral lestimony
shalt be reduced to writing.

3} Upon the application the court may enler an ¢x parte
ordet. as requested or as modified. authonzing of approving
interception of wire. clect ronic or oral communications, if the
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court ines on the basis of the facts submitied by g,
applicant that all of the following exist:

(2) There is probable cause for beliel that an individu} ;
committing. has committed. of is about 10 commit a p.,h'.
lar offense enumerated in s. 968.28.

(b) There is probabie cause for belief that particey
communications concerning that offense will be Obtaing
through such interception.

(c) Other investigative procedures have been tricd and hayy
failed or reasonably appear to be unlikely to succeed if trigg
or to be too dangerous.

(d) There is probable cause for beliel that the facilities frog
which. or the place where, the wire. electronic or oral comn,
nications are to be intercepted are being used, Or are about
be used, in connection with the commission of the offense, o
are leased 1o, listed in the name of, or commonly used by gy
person.

(8) Each order authorizing or approving the interceptioy
of any wire. electronic of oral communication shall specify,

(a) The identity of the person. if known, whose commus;.
cations are to be intercepted:

(b) The nature and location of the communications fac.
ties which. or the place where authority to intercept is granieg
and the means by which such interceptions shall be made,

(c) A particular description of the type of communicatia
sought to be intercepted and a statement of the particuly
offense to which it relates,

(d) The identity of the agency authorized to intercept the
communications and of the person authorizing the appha.
tion; and

(e) The period of time during which such interception i
authorized. including a statement whether or not the inte.
ception shall automatically terminate when the described
communication has been first obtained.

{8) No order entered under this section may authoriz &
approve the interception of any wire. clectronic or onl
communication for any period longer than is necessary o
achieve the objective of the authorization, noT in any evesl
longer than 30 days. The 30-day period begins on the carber
of the day on which the investigative or law enforcement
officer first begins to conduct an interception under the order
or 10 days after the order is entered. Extensions of an orde
may be granted, but only upon application for an extension
made in accordance with sub. (1) and the court making the
findings required by sub. (3). The period of extension shafl be
no longer than the authonzing judge deems necessary »
achieve the purposes for which il was granted and in noevet
be for fonger than 30 days. Erery order and extension th
shall contain a provision thai the authorization to interoep
shall be executed as soon as practicable, shall be conducted ®
such a way as to minimize the interception of communia
tions not otherwise subject to interception under this chapter.
and must terminate upon atiainment of the authorized obje:
tive, or in any event in 30 days. In the event the intercepled
communication is in a code of foreign language. and B
expert in that foreign language of code is not reasonabh
available during the interccption period, minimization m#
be accomplished as soon as practicable after the intercepuos-

{8) Whenever an order authorizing interception 15 €<
pursuant to ss. 968.28 to 968.31. the order may reque

reports 10 be made to the court which issued the ord®
showing what progress has been made toward an:l'nie\.'t:rnc'ﬂld
the aathonized objective and the need for continued intercep
tion. Such reports shall be made at such intervals as the cost
requires.
(T} (a) The contents of amy wire, electronic of oral com

nication intercepted by any means authorized by ss. 968.28¥
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”n&m. ‘The recording of the contents of any wire.
ic of oral communication under this subsection shall

e donein such way as will protect the recording from editing
o alterations. Immediately upon the expiration of the
Fiod of the order or extensions thereof all such recordings
»d s of an intercepted wire, electronic or oral commu-
gicalion shall be filed with the court issuing the order and the
shall order the same to be scaled. Custody of the
ings and records shall be wherever the judge handling
application shall order. They shall not be destroyed
an order of the issuing or denying judge and in
sy event shall be properly kept and preserved for 10 years.
icate recordings and other records may be made for use

e
gcept upon

disclosure pursuant to the provisions for investigations

rs.968.29 (1) and (2). The presence of the seal provided

for by this subsection. or & satisfactory explanation for the

thereof, shall be a prerequisite for the use or disclo-

of the contents of any wire, electronic or oral communi-
ation or evidence derived therefrom under s. 968.29 (3).

(b) Applications made and orders granted under ss. 968.28

w 968.33 together with all other papers and records in
nection therewith shall be ordered sealed by the court.
wstody of the applications, orders and other papers and
rds shall be wherever the judge shall order. Such applica-
gions and orders shalt be disclosed only upon a showing of
4 cause before the judge and shall not be destroyed except
on order of the issuing or denying judge, and in any event
gl be kept for 10 years.

(c) Any violation of this subsection may be punished as
ntempt of court.

(d) Within a reasonable time but not fater than 90 days
sher the filing of an application for an order of approval
woder par. {b) which is denied or the termination of the period
of an order or extensions thereof, the issuing or denying judge
ghall cause o be served on the persons named in the order or
the application and such other parties t0 intercepted commu-
aications as the judge determines is in the interest of justice.
aa inventory which shall include notice of:

I. The fact of the entry of the order or the application.

3 The date of the entry and the period of authorized,
approved or disapproved interception. or the denial of the

Lien.

3 The fact that during the period wire, electronic or oral
communications were or were not inlercepted.

{e) The judge may. upon the filing of a motion, make
sraitable to such person or his counsel for inspection in the
manner provided in ss. 19.35 and 19.36 such portions of the
atercepied communications, applications and orders as the
jdge determines to be in the interest of justice. On an ex parte
owing of good cause to the issuing judge the serving of the
wventory required by this subsection may be postponed. The
pdge shall review such postponement at the end of 60 days
ud good cause shall be shown prior to further
posiponement.

{8) The contents of any intercepted wire, electronic or oral
smmunication or evidence derived therefrom shall not be
moeived in evidence or otherwise disclosed in any trial,
Mearing or other proceeding in any court of this state unless
wach party. not less than 10 days before the trial, hearing or
proceeding. has been furnished with a copy of the court order,
&d accompanying application. under which the interception
s authorized or approved. This 10-day period may be
wived by the judge if he or she finds that it was not possible
® furnish the party with the above information |0 days
Mfore the trial. hearing or proceeding and that the party will
%t be prejudiced by the delay in receiving the information.

Ll
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{9) (a) Any aggrieved person in any trial bearing of
proceeding in or before any courl. depantment. officer,
agency, regulatory body or other authority of this state, or &
political subdivision thereof. may move before the trial court
or the court granting the original warrant Lo suppress the
contents of any intercepted wire, electronic of oral communi-
cation, of evidence derived therefrom. on the grounds that
the communication was unfawfully intercepted; the order of
authorization or approval under which it was intercepted is
insufTicient on its face: or the interception was not made in
conformity with the order of authorization or approval. The
motion shall be made before the tnal. hearing or proceeding
unless there was no opportunity to make the motion of the
person was not aware of the grounds of the motion. If the
motion is granted, the contents of the intercepted wire,
clectronic or oral communication, or evidence derived there-
from, shall be treated as having been obtained in violation of
ss. 968.28 10 968.37. The judge may. upon the filing of the
motion by the aggrieved person, make available 1o the
aggrieved person of his or her counsel for inspection such
portions of the intercepted communication or evidence de-
rived therefrom as the judge determines 1o be in the interest of
justice.

(b) In addition to any other right to appeal. 1he state shall
have the right 1o appeal:

1. From an order granting a motion {0 SUppress made
under par. (a) if the attorney gencral or district attorney
certifies to the judge or other official granting such motion
that the appeal is not entered for purposes of delay and shall
be diligently prosecuted as in the case of other interlocutory
appeals or under such rules as the supreme court adopts; or

2. From an order denying an application for an order of
authorization or approval, and such an appeal shall be ex
parte and shall be in camera in preference to all other pending
appeals in accordance with rules promulgated by the supreme
court.

{10) Nothing in ss. 968.28 10 968.37 shall be construed to
allow the interception of any wire, electronic or oral commu-
nication between an attorney and a client.

History: 1971 ¢. 40 s. 93 1981 ¢ 3355 26, 19872 399

Communications prisacy A legislative perspective Kastenmeier. Leavy &
Boer 1989 WLR 715 (198%:

968.31 Interception and disclosure of wire, alectronic or
oral communications prohibited. (1) Except as otherwise
specifically provided in ss. 196.63 or 968.28 1o 968.30, who-
¢ever commits any of the acts enumerated in this section may
be fined not more than $10,000 or imprisoned for not more
than 5 vears or both:

{a) Intentionally intercepts. attempts lo intercept or pro-
cures any other person to intercept or attempt to intercept,
any wire. electronic or oral communication.

(b) Intentionally uses. atiernpts to use Of procures any
other person to use or attempt 1o use any electronic. mechani-
cal or other device to intercept any oral communication.

ic) Discloses. or attempts 10 disclose. to any other person
the contents of any wire, electronic or oral communication,
knowing or having reason to know that the information was
obtained through the interception of a wire, electronic or oral
communication in violation of this section or under circum-
stances constituting violation of this section.

(d) Uses, or attempts to use. the contents of any wire.
electronic or oral communication. knowing or having reason
to know that the information was obtained through the
interception of a wire. electronic or oral communication in
violation of this section or under circumstances constituting
violation of this section.
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() Intentionally alters any wire. electronic of oral commu-
pication intercepted on tape. wire ot other device.

{2) It is not untawful under 3. 968.28 to 968.3T:

(a) For an operatof of a switchboard, or an officer,
ovider of & wire of electronic
communication Service. whose facilities are used in the trans-
mission of a wire of electronic communication to intercept,
disclose or use that communication in the normal course of
his or her employment while engaged in any activity which s
a necessary incident to the rendition of his of her service or 10
the protection of the rights of property of the provider of that
service, except thata provider of & wire or electronic commu-
nication service shalt not utilize service observing of random
monitoring except for mechanical of service guality control
cheeks.

(b) For a person acting under color of law to intercept 2
wire. clectronic or oral communication, where the person isa
party to the communication or one of the parties to the
communication has given prior consent to the interception.

(c) For a person nol acting under color of law to intercept @
wire. electronic of oral communication where the person is a
" partyiothe communication of where one of the parties to the
communication has given prior consent 1o the interception

unless the communication is intercepted for the purpose of

commitling any crimina) or tortious acl in violation of the
constitution or laws of the United States or of any state or for
the purpose of committing any other injurious act.

(d) For any person {o intercepl OF access an clectronic
communication made through an clectronic communication
system that is configured so that the electronic communica-
tion is readily accessible to the general public.

(e) For any person 10 intereept any radio communication
that is transmitted:

1. By any station for the use of the general public. or that
relates to ships, ajrcraft. vehicles or persons in distress:

2. By any gowrnmemal. law enforcement. civil defense.
private land mobile or public safety communications system.
including police and fire, readily accessible to the general
public:

3. By a station operaling on an authonzed frequency
within the bands allocated 10 the amatevr, citizens band or
general mobile radic services. of

4. Byany marine of aeronautical communications system.

{f) For any person to engage In any conduct that:

1.1s prohibited bv section 633 of the communications act
of 1934, or

3. Is excepted from the application of section 705 {a) of the
communications act of 1934 by section 703 (b) of that act.

() For any person 10 intercept any wire of electronic
communication the transmission of which is causing harmful
interference to any lawfully operating station or consumer
electronic equipment. 10 the extent necessary 10 denuify the
source of the interference.

(h) For users of the same frequency to intercept any radio
communication made through a system that utilizes frequen-
cies monitored by individuals engaged in the provision of the
use of the system, f the communication is not scrambled or
encrypted.

(i) To use a2 pen register or a trap and trace device as
authorized under ss. 968.34 10 968.37: of

(j) For a provider of clectronic communication service 1o
record the fact that 2 wire or electronic communication was
ininated or completed in order to protect the provider.

App. 41
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another provider furnioshing service toward the completionef
the winaehumtmmiatimo«am«dh
service, from fraudulent. uniawful or abusive use of te
service.

(2m) Any person whose wire. electronic of oral communi.
cation is intercepted. disclosed or used in violation of
968.28 to 968.37 shall have a civil cause of action against aay
person who intercepts, discloses of uses. OT Procures sy
other person Lo intercept, disclose, of usc. the communica-
tion, and shall be entitied to recover from any such person:

(a) Actual damages. but not less than liquidated damage,
computed at the raie of $100 a day for each day of violation
or $1,000, whichever is higher,

(b) Punitive damages: and

(c)} A reasonable attorney's fee and other litigation cost
reasonably incurred.

(3) Good faith reliance on a court otder or on 5. 968.30 ()
shall constitute & complete defense to any civil or criminal
action brought under ss. 068.28 10 968.37.

History: 1971 c. 4038 92.93: 1971¢ 473 1985 2. 297: 1987 2. 399 199,
56, 1991 2. 294

Testimony of undercover police officer carryinga concealed eavesdioppeg
device undes (2) 15 pot the product of such eavesdropping and is admnybl
even assuming the earesdropping was unconstitutional Staie v Smih. 7W
{3d) 711, 242 WW (2d) 184,

The use of the “calied party control device™ by the COMMUNICALIONS com:
mon cafrier to Lrace bomb scares and other harassing \elephone calls would
a(ﬂvi;alau any law if used with the consent of the receiving party. 60 Auy,

968.32 Forfalure of contraband devices. Any electronic,
mechanical. or other intercepting device used in violation of
5. 968.31 (1)may be seized as contraband by any peace officer
and forfeited to this staie in an action by the department of
justice under ch. 778.

History: 1979 c. 325.9248)

965.33 Reports concerning intercepted wire of oral com
munications. In January of cach year, the department of
justice shall report to the administrative office of the United
States courts such information as is required to be filed by 18
USC 2519. A duplicate COPY of the reports shall be filed. at
the same lime, with the office of the director of state courts.

History: 1973¢ 125 37: 1977 ¢ 1875 135, Sup C1. Order. 88 W (Xdiup

968.34 Use of pen register or trap and trace device
resiricted. (1) Except a5 provided n this section. nO persod
may install or usc a pen register or a trap and trace devie
without first obtaining 2 court order under 5. 968.36 or i3
USC 3123 or 50 USC 1801 1o 1811,

(2) The prohibition of sub. (1) does not apply with respect
1o the use of a pen register of a trap and trace device by 2
provider of electronic or wire communication service:

{a) Relating 1o the operation. maintenance and testing of 2
wire or electronic comnmunication service or 1o the protection
of the rights or properiy of the provider. or to the protection
of users of that service from abuse of service of anlawful use
of service.

{b) To record the fact that a wirc or electronic communia-
tion was initiated of completed in otder to proiect the
provider. another provider furnishing service roward the
completion of the wire communication, or user of that
service. from fraudulent. unlawful or abusive us¢ of service.
or

(c) Where the consemt of the user of that service has been
obtained.

(2m) The prohibition of sub. (1} does not apphy to?

telephone caller identification service authorized under $

196.207 (2).
)

p—
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” for an order for a pen regisier or & rep
ol wace device. (1) The attorney general or 2 district
may make application for an order of an exiension

d» order under s. 968.36 authorizing or approving the
- tion and use of a pen register or a trap and trace
e, in writing under oath or equivalent affirmation, to a

* it court for the county where the device is to be located.
@ An application under sub. (1) shall include all of the

pbowint; | .
(a) The identity of the person making the application and
o identity of the law enforcement agency conducting the
tigation.
mA certification by the applicant that the information
ely to be obtained is relevant to an ongoing criminal
-,,.gjgation being conducted by that agency.
Himery: 1967 2. ».

issuance of an order for a pen register or a trap

wrace device. (1) Upon an application made under s.

963.35, the court shall enter an ex parte order authonizing the

= lation and use of a pen regisier or atrap and trace device

within the jurisdiction of the court if the court finds that the

--ant has certified to the court that the information likely

w be obtained by the installation and use is relevant to an
cagoing criminal investigation.

@) An order issued under this section shall do all of the

following:

(2) Specify the identity. if known. of the person 1o whom is
pased or in whose name is listed the telephone line to which
pen register or trap and trace device is to be attached.

{b) Specify the identity, if known. of the person who is the

-ect of the criminal investigation.

{c} Specify the number and, if known. the physical location
of the telephone line to which the pen register or trap and
grace device is 10 be attached and. in the case of a trap and
wace device, the geographic limits of the trap and trace order.

{d) Provide a statement of the offense to which the infor-
gation likely to be obtained by the pen register or trap and
trace device refates.

{e) Direct, upon the request of the applicant. the furnishing
of mformation, facilities and techr ical assistance necessary o
axomplish the installation of the pen register or trap and
wace device under s. 968.37.

() An order issued under this section shall authorize the
pstallation and use of 2 pen registsr or atrap and trace device
for a period not to exceed 60 days.

{4) Exiensions of the order may be granted. but only upon
an application for an order under s. 968.35 and upon the
mdicial finding required by sub. (1). The period of extension
shall be for a period not to exceed 60 days.

{5) An order authorizing or approving the instailation and
::ofl pen register or a trap ad trace device shal! direct

t:

{a) The order be sealed untit otherwise ordered by the
court; and

(b) The person owning or leasing the line to which the pen
Ryister o¢ a trap and trace device is attached, of who has been
wdered by the court to provide assistance 10 the applicant.
sot disclose the existence of the pen register or trap and trace
fevice o the cxistence of the investigation to the listed
sbscriber, of to any other person. unless or until otherwise
ardered by the court.

Wsery: 1987 2. 199,

COMMENCEMENT OF CRIMINAL PROCEEDINGS $85.38

98837 Assistance In the insialielion and use of o pot
munpmltmm.mupontureqmdm
attorney general, a district attorney o an officer of a aw
enforcement agency authorized to install and use & pen
register under ss. 968.28 to 963,37, a provider of wire or
electronic communication service, landlord, custodian or
other person shall furnish the investigative or law enforce-
ment officer forthwith all information, facilities and technical
assistance necessary to accomplish the installation of the pen
register unobtrusively and with a minimum of interference
with the services that the person so ordered by the court
accords the party with respect to whom the instaflation and
use 15 1o take place. 1If the assistance is directed by a court
order under s. 968.36 (5} (b).

(2) Upon the request of the attorney general, a district
attorney or an officer of a law enforcement agency authorized
to receive the results of a trap and trace device under ss.
968 28 10 968.37, a provider of a wire or electronic communi-
cation service, landlord, custodian or other person shall
install the device forthwith on the appropriate line and shall
furnish the investigative or law enforcement officer all addi-
tional information, facilities and technical assistance includ-
ing installation and operation of the device unobtrusively and
with a minimum of interference with the services that the
person so ordered by the court accords the party with respect
to whom the installation and use is 1o take place. if the
installation and assistance is directed by a court order under
s. 968.36 (5) (b). Unless otherwisc ordered by the court. the
results of the trap and trace device shall be furnished to the
officer of a law enforcement agency, designated by the court,
at reasonable intervals during regular business hours for the
duration of the order.

{3) A provider of a wire or electronic communication
service, landlord. custodian or other person who furnishes
facilities or technical assistance under this section shall be
reasonably compensated for the reasonable expenses in-
curred in providing the facilities and assistance.

{4) No cause of action may lie in any court against any
provider of a wire or electronic communication service, its
officers, employes or agents or other specified persons for
providing information, facilities or assistance in accordance
with the terms of a court order under s. 968.36.

{5) A good faith reliance on a court order, a legistative
authorization or a statutory authorization is a complete
defense against any civil or criminal action brought under ss.
968 28 10 963.137.

History: (987 2. 199

966.38 Testing for HIV infection and certain diseases. (1}
In this section:

{(a} “Health care professional”™ means a physician or a
registered nurse or licensed practical nurse who is licensed
under ch. 441.

(b} “"HIV' means any strain of human immunodeficiency
virus. which causes acquired immunodeficiency syndrome.

{bm) ““Physician”" has the meaning given in s. 448.01 (5).

1c) “Sexually transmitted disease™ has the meaning given
ins 14307 (1)

(d) ~Significantly exposed™ has the meaning given in s.
146.025 (1) (em}.

(2) In a criminal action under s. 940.225, 948.02. 948.05or
948 06. if all of the following apply. the district attorney shall
apply to the circuit court for his or her county to order the
defendant to submit 1o & test or & series of tests administered
by a health care professional to detect the presence of HEV,
anuigen or nonantigenic products of H1V, an antibody to

App. 42
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CHAPTER 119—WIRE  AND ELECTRONMIC
COMMUNICATIONS INTERCEPTION AND
INTERCEPTION 0OF ORAL COMMUNHCA-
TIONS

Sec.

2510.  Definitions.

2511. Interception and disclosare of wre oral. or eler-
tronic communicution: prohibited

2512, Manulacture, di-tribution, possesson. and adverts-
ing of wire, oral. or electranic eommunication
intercepting devices prohibited.

2513. Confiscation of wire, ural, or electromic (ommuLica:
tior intercepting devices.

[2514. Repealed.]

9515. Prohibition of use as evidence of intercepted wire or
ora communications.

2316. Autherization for interception of wire. oral. or elec-
tronic communications.

2517, Authcrization for disclosure and use of intercepted
wire. oral. or electronic communications

2318.  Procedure for interception of wire. oral. or electron-
i€ COMMUNECAtions.

2519. Reports concerning intercepted wire. oral. or elec-
tronic communications

23%0. Recorery of civil damages authorized

2521.  Injun-tion against illega! interception

EDITORIAL NOTES

Savings Provisions of Pub L. 98473, Title IL ¢. Il. See
section 235 of Pub.L. 88173, Title I1. ¢. 11, Oct. 12, 1984 98
Stat. 2031, as smended, set out a= a note under section 3551

of this title.

§ 2510. Definitions
As used in this chapter—

Part 1

\ire ~ommunication” means any aural trans-
.+ wie n whole or in part through the use of
"+ for the transmission of communications by
. f wre, cable. or other like connection
i ne paint of origin and the point of recep-
: Aing the use of such connection in a
: s tasoms furnished or operated by any
- yraged 10 providing or operating such
. vw. tor the transmission of interstate or for-
g itrmumeations or communications affecting
mertate or foreign commerce and such term in-
urde< anv electronic storage of such communica-
“ e, but such term does not include the radio
ce st of a cordless telephone communication that
. raremitted between the cordless telephone
~unr~ " and the base unit;

' ural communication” means any oral com-

e ~ution uttered by a person exhibiting an ex-
sen alion that such communication is not subject to
Ster option under circumstances justifying such
sxpertation, but such term does not include any
slectronic communication;

4, “State” means any State of the United
Sgates. the Distriet of Columbia, the Common-
wealth of Puerto Rico, and any territory or posses-
<ion of the United States;

(4) “intercept” means the aural or other acquisi-
tion of the contents of any wire, electronic, or oral
communication through the use of any electronic,
mechanical, or other device:

(5) “electronic, mechanical, or other device”
means any device or apparatus which can be used
to intercept a wire, oral, or electronic communica-
tion other than—

(a) any telephone or telegraph instrument,
equipment or facility. or any component thereof,
{i) furnished to the subscriber or user by a
provider of wire or electronic communication ser-
vice in the ordinary course of its business and
being used by the subscriber or user in the
ordinary course of its business or furnizhed by
such subscriber or user for connection t0 the
facilities of such service and used in the ordinary
course of its business; or (ii) being used by a
provider of wire or electronic communication ser-
vice in the ordinary course of its business, or by
an investigative or law enforcement officer in the
ordinary course of his duties:

(b) a hearing aid or similar device being used
to correct subnormal hearing to not better than
normal;

{6) “person” means any employee, or agent of
the United States or any State or political subdivi-
sion thereof. and any individual, partnership, asso-
ciation, joint stock company, trust, or corporation;

Complete Annotalion Materials, see Title 18 US.CA
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Ch. 119

() “Investigative or law enforcement officer”
means any officer of the United States or of a State
or political subdivision thereof, who is em,
by law to conduct investigations of or to make
arrests for offenses enumerated in this chapter,
and any attorney authorized by law to prosecute or
participate in the prosecution of such offenses;

(R) “contents”. when used with respect to any
wire. oral, or electronic communication, includes
any information concerning the substance, purport,
or meaning of that communication;

(9) “Judge of competent jurisdiction” means—

(a) a judge of United States district court or
a United States court of appeals; and

(b) a judge of any court of general criminal
jurisdiction of 2 State who is authorized by 2
statute of that State to enter orders authorizing
interceptions of wire, oral, or electronic commu-
nications!

(10} “communication common carrier” shall have
the same meaning which is given the term “com-
mon carrier” by section 153(h) of title 47 of the
United States Code;

(11) “aggrieved person” means a person who
was a party to any intercepted wire, oral, or elec-
tronic communication Or a person against whom the
interception was directed;

(12) “electronic communication” means any
transfer of signs, signals, writing, images, sounds,
data. or intelligence of any nature transmitted in
whole or in part by a wire, radio, electromagnetic,
photoelectronic or photooptical system that affects
interstate or foreign commerce. but does not in-
clude—

(A) the radio portion of & cordless telephone
communication that is transmitted between the
cordless telephone handset and the base unit:

(B) any wire or oral communication;

(C) any communication made through a tone-
only paging device, or

(D} any communication from a tracking device
1as defined in section 3117 of this title);

(13) “user” means any person or entity who—

(A) uses an electronic communication service;

and
(B is duly authorized by the provider of such
service to engage in such use:

(14) “electronic communications system" means
any wire, radio, electromagnetic, photooptical or
photoelectronic facilities for the transmission of
electronic communications, and any computer facili-
ties or related electronic equipment for the elec-
tronic storage of such communications;

(15) “electronic communication service” means
any service which provides to users thereof the

WIRE INTERCEPTION
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nbilitywsendorreceivewireorelectmnicmnu-
nications;

(16) “readily accessible to the general public”
mnns.withmpectwandiocommunimion.uut
such communication is not—

(A) scrambled or encrypted:

(B) transmitted using modulation techniques
whose essential parameters have been withheld
from the public with the intention of preserving
the privacy of such communication;

(C) carried on a subcarrier or other signal
subsidiary to a radio transmission;

(D} transmitted over a communication system
provided by a common carrier, unless the com-
munication is a tone only paging system commau-
nication; or

(E) transmitted on frequencies allocated un-
der part 25, subpart D, E. or F of part 74, or

94 of the Rules of the Federal Communica-
tions Commission, unless, in the case of a com-
munication transmitted on 2 frequency allocated
under part 74 that is not exclusively allocated to
broadeast auxliary services, the communication
is a two-way voice communication by radio;

(17) “electronic storage” means—

(A} any temporary, intermediate storage of a
wire or electroni¢ communication incidental to
the electronic transmission thereof; and

(B) any storage of such communication by an
electronic communication service for purposes of
backup protection of such communication: and
(18) “aural transfer” means 3 transfer containing

the human voice at any point between and includ-

ing the point of origin and the point of reception.
(Added Pub.L. 90-351. Tide I11, § §02, June 19, 1968, 82
Stat. 212, and amended Pub.L. 94-508, Title I, § 101¢a)
teX1XA), (4). Oct. 21, 1986. 100 Stat, 1848, 1851

EprroRtal NOTES

Effective Date of 1986 Amendment. Section 111 of
Pub.L. 99-308 provided that:

“(a) In General.——Except as provided in subsection (b}
or (¢), this title and the amendments made by this title
{enacting sections 2521 and 3117 of this title. amending this
section and sections 2232, 2511 1o 2513, 2516(1%a). (1Xe),
(1xg to 1) (2), @i and 2517 to 2520 of this title. and
enacting provisions set out as notes under this section] shall
tzke effect 90 days after the date of the enactment of this
Act [Oct. 21, 1986) and shall, in the case of conduct pursuant
to a court order or extension. apply only with respect to
court orders or extensions made after this title takes effect.

w(b) Special Rule for State Authorizations of Intercep-
tions.—Any interception pursuant to section 2516421 of title
18 of the United States Code which would be valid and
Jawful without regard to the amendments made by this title
{enacting sections 2521 and 3117 of this tithe, amending this
section and sections 2232, 2511 to 2313, 2516(1%al. (iXe)
(g to (). (2), B and 2517 to 2320 of this title. and
enacting provisions set out as notes under this section] shall

-

Complete Annolation Materials, see Title 18 US.CA
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of this Act [Oct 21, 19%A1

wi¢) Effective Date for Certain Approvals by Justice
Department Officials. - Secton 104 of thie Act {amending
section 2516i1) of this titlel shall take wffect on the date of
enactment of this Act [Oct I 1aRh)T

Intelligence Activities  Secunf 17 of Pub L 99 &
provided that

«(a} In General.—
Oct. 21, 1986, 100 Stat. 1
this Act corstitutes auth
gence activity.

u(b} Certain Activities Under Procedures Approved by

the Attorney General.—Nothing in chapter 119 or chapter
"nited States Code. <hall affect the conduct,

121 of title 18. U
by officers or employees of the United States Government 11

accordance with other applicable Federal law. under proce-
dures approved by the Attorney General of activities intend-
ed to—

“(1) intercept encrypted 0

Nothing n this sct {Pub L. WY K,
W3] or the amendments made by
oty for the crniinet of any intelli-

r other official communica-
tions of L'nited States executive branch entities or United
Qrates Covernment contractors for communications secu-
rity purposes.

~(2) intercept radio CcOMMUAIcations transmitted be-
tween cr among foreign powers or agents of a foreign

wer as defined by the Foreign Intelligence Surveillance
Act of ‘978 {0 USCA § 1801 et seq.). or

“(3) access an electronic communication sys
exclusively by a foreign power or agent of 3 foreign power
as defired by the Foreign Inteliigence Surveillance Act of
1978 [50 USCA § 1801 et seq )"

tem used

§ 2511. Interception and disclosure of wire,
oral, of electronic communications

prohibited
{1) Except as otherwise specifically provided in
this chapter any persen who—

(a) intentionally intercepts. endeavors 1o inter-
cepl, Or procures any other person to intercept or
endexvor to intercept. any wire, oral, or electronic
communication;

(b intentionally uses. endeavors to use. or pro-
cures any other person to use or endeavor to use
any electronic, mechanical, or other device to inter-
cept any oral communication when-—

i) such device is affixed to. or otherwise
transmits a signal through, a wire, cable, or
other like connection used in wire communica-
tioy

Part 1

- W transMILs ComMUunICAtons by
o s eom woth the transmission of such
v
< w Fr kpows, OF has reason to know,
<. ar any companent thereof has
Wk TR mad or transported ir
ST SOHMIMErCe. or
5 um o wndeavor to use (A) takes

{1+« the premises of any business OF other
(ot rouni stablishment  the operations O
wrlz b Ao nterstate or foreign commerce: 0!
"B it or 1 for the purpose of obtaining

»”"”"‘-""-h relating to the operations of an;
Liatr ~ nr other commercial establishment th-
,;_.;.;n..»n. of which affect interstate of foreigr
T s
o I prrson acts in the District of Coturr
e e Commonwealth of Puerto Rico, or an.
berritoy e pessession of the United States
ce mtentionally discloses, or endeavors o di-
close, t any uther person the contents of any wir:
oral, or vlectronic communication, knowing of ha-
ing reason o know that the information was ot
tained Uinugh the interception of a wire. oral, ¢
electronu communication in violation of this sut
seCtion, or

td) mbewtionally uses, or endeavors to use, tt
content~ of any wire, oral, or electronic communic.
tion. knowing or having reason to know that t
infarmiation was obtained through the intercepti
of a wirc, oral, or electronic communication

violation of this subsection;

Sga}i [‘; |ill|lli..\hl‘l| as provided in subsection (4)
gna stibjerl Lo suit as provided in subseetion

{2)(akn) 1t shall pot be unlawful under this chap?
for an operator of a ewitchboard, or an officer. €
ployee, ur et of a provider of wire or eleciro:
communicition service, whose facilities are used
the tranxtnission of u wire communication, to int
cept, disclone, or use that communication in the n
ma! course of his employment while engaged in :
activity which is a necessary incident to the rendit
of his xciviee ar to the protection of the rights
property of the provider of that service, except th:
provider of wire communication service to the pu
_shal] not utilize service observing or random mony
ing except for mechanical or service quality cor.
checks. )

(i) Nedwithstanding any other law, provider:
wire o tleclronic communication service. their
cers, empiluyees, and agents, landlords, custodian:
other persons, ire authorized to provide informa
fﬁ!cﬂltlt‘h’. o technical assistance to persons ac
rized by law to intercept wire, oral, or electt
communivations or to conduct electronic surveills
as defineid in soction 101 of the Foreign Intellig

n, or
Compiete Annotstion Materisis, 346 This 18 USCA
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Ch 119

Surveillance Act of 1978, if such provider. its officers,
employees, or agents, landiord, custodian, or other
specified person, has been provided with—
(A) a court order directing such assistance
signed by the autherizing judge, or
(B} a certification in writing by a person speci-
fied in section 2518(7) of this title or the Attorney

General of the United States that no warrant or

eourt order is required by law, that all statutory

requirements have heen met, and that the specified

assistance is required,
setting forth the period of time during which the
provision of the information, facilities. or technical
assistance is authorized and specifying the informa-
tion, facilities, or technical assistance required. No
provider of wire or electronic communication service,
officer. employee, or agent thereof, or iandlord, custo-
dian. or other specified person shall disclose the
existence of any interception or surveillance or the
device used to accomplish the interception or surveil-
lance with respect to which the person has been
furnished a court order or certification under this
chapter, except as may otherwise be required by
legal process and then only after prior notification to
the Attorney General or to the principal prosecuting
attorney of a State or any political subdivision of a
State, as may be appropriate. Any such disclosure,
shall render such person liable for the civil damages
provided for in section 2520. Nao cause of action shall
lie in any court against any provider of wire or
electronic communication service, its officers, employ-
ees. or agents, landlord, custodian, or other specified
person for providing information, facilities, or assis-
tance in accordance with the terms of 2 court order
or certification under this chapter.

(b) it shall not be unlawful under this chapter for
an officer, employee, or agent of the Federal Commu-
nications Commission, in the normal course of his
employment and in discharge of the monitoring re-
sponsibilities exercised by the Commission in the
enforcement of chapter 5 of title 47 of the United
States Code, to intercept a wire or electronic commu-
nication, or oral communication transmitted by radio,
or to disclose or use the information thereby ob-
tained.

(¢} It shall not be unlawful under this chapter for a
person acting under color of law to intercept a wire,
oral, or electronic communication, where such person
is a party to the communication or one of the parties
to the communication has given prior consent to such
interception.

td) Tt shalt not be unlawful under this chapter for a
person not acting under color of law to intercept a
wire, oral, or electronic communication where such
person is a party to the communication or where one
of the parties to the communication has given prior

WIRE INTERCEPTION
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tion is intercepted for the purpose of committing any
eriminal or tortious act in violation of the Constitution
or laws of the United States or of any State.

(e} Notwithstanding any other provision of this
titleorsection?ﬁor?OEoftheCommuniuﬁonsM
of 1984, it shall not be unlawful for an officer, employ-
ee. or agent of the United States in the normal course
of his official duty to conduct electronic surveillance.
as defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978, as authorized by that Act.

(D Nothing contained in this chapter or chapter
121, or section 705 of the Communications Act of
1934, shall be deemed to affect the acquisition by the
United States Government of foreign intelligence in-
formation from international or foreign communica-
tions, or foreign intelligence activities conducted in
accordance with otherwise applicable Federal law
involving a foreign electronic communications system,
utilizing a means other than electronic surveillance a3
defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978, and procedures in this chap-
ter and the Foreign Intelligence Surveillance Act of
1978 shall be the exclusive means by which electronic
surveillance, as defined in section 101 of such Act.
and the interception of domestic wire and oral com-
munications may be conducted.

(g) It shall not be unlawful under this chapter or
chapter 121 of this title for any person—

(i) to intercept or access an electronic comznuni-
cation made through an electronic communication
system that is configured so that such electronic
communication is readily accessible to the general
public;

(ii} to intercept any radio communication which
is transmitted—

(I by any station for the use of the general
public, or that relates to ships. aircrafl. vehicles.
or persons in distress;

(11} by any governmental. law enforcemert.
civil defense, private land mabile. or public safery
communications system, including police and fire.
readily accessible to the general public:

(11D} by a station operating on an authorized
frequency within the bands allocated to the ama-
teur. citizens band, or general mobile radio ser-
vices; or

(IV) by any marine or aeronautical commur-
cations system;

(iii) to engage in any conduct which—

(1) is prohibited by section 633 of the Commu-
nications Act of 1934; or

(I} is excepted from the application of section
“03(a) of the Communications Act of 1934 by
section 705(b) of that Act:

Complete Annotation Materisis, see Tise 18 US.CA
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(iv) to intercept any wire or electronic communi-
cation the transmission of which is causing harmful
interference to any lawfully operating station or
consumet electronic equipment, to the extent nec-
essary to identify the source of such interference;
or

(v) for other users of the same frequency to
intercept any radio communication made through a
svstem that utilizes frequencies monitored by indi-
viduals engaged in the provision or the use of such
system, if such communication is not serambled or
encrypted.

{h It shall not be unlawful under this chapter—.

(i) to use a pen register or a trap and trace
device (as those terms are defined for the purposes
of chapter 206 (relating to pen registers and trap
and trace devices) of this title}; or

(i) for a provider of electronic communication
service to record the fact that a wire or electronic
commumcation was initiated or completed in order
to protect such provider, another provider furnish-
ing service toward the completion of the wire or
electronic communication, or a user of that service,
from fraudulent, uniawful or abusive use of such
service.

(3Ka) Except as provided in paragraph (b} of this
subsection, a person or entity providing an electronic
communication service to the public shall not inten-
tionally divulge the contents of any communication
{other than one to such person or entity, or an agent
thereof) while in transmission on that service to any
person or entity other than an addressee or intended
recipient of such communication or an agent of such
addressee or intended recipient.

(b) A person or entity providing electronic commu-
nication service to the public may divulge the con-
tents of any such communication—

(i) as otherwise authorized in section 2511(2)a)
or 2517 of this title;

(ii) with the iawful consent of the originator or
any addressee or intended recipient of such com-
munication,

{iii} to a person employed or authorized, or
whose facilities are used, to forward such communi-
cation to its destination; or

(iv) which were inadvertentiy obtained by the
service provider and which appear to pertain to the
commission of a crime, if such divulgence is made
to a law enforcement agency.

(4¥a) Except as provided in paragraph (b} of this
subsection or in subsection (3), whoever violates sub-
section (17 of this section shall be fined under this
title or imprisoned not more than five years, or both.

CRIMES

Part 1

b lfﬂnoﬂenuiuﬁntol!uneundermh
(a) of this subsection and is not for & tortious or
illegal purposeorfupurpusofdirectorindirect
commercial sdvantage or private commercial gair,
and the wire or electronic communication with re-
spect to which the offense under paragraph (a} is a
radio communication that is not scrambled or en-
ervpted. then—

ti) if the communication is not the radio pottion
of a cellular telephone communication, public land
mobile radio service communication or 2 paging
service communication, and the conduct is not that
described in subsection (5), the offender shall be
fined under this title or imprisoned not more than
one year, or both; and

(ii) if the communication is the radio portion of a
cellular telephone communication, 8 public land
mobile radio service communication or a paging
service communication, the offender shal! be fined
not more than $300.

(c) Conduct otherwise an offense under this sub-
section that consists of or relates to the interception
of a satellite transmission that is not encrvpted or
scrambled and that is transmi

(i} to a broadcasting station for purposes of re-
transmission to the general public; or

{ii) as an audio subcarrier intended for redistrib-
ution to facilities open to the public, but not includ-
ing data transmissions or telephone calls,

is not an offense under this subsection unless the
conduct is for the purposes of direct or indirect
commercial advantage or private financial gain.

(5Ma)i) If the communication is—

(A) a private satellite video communication that
is not scrambled or enerypted and the conduct in
violation of this chapter is the private viewing of
that communication and is not for a tortious or
illegal purpose or for purposes of direct or indirect
commercial advantage or private commercial gain;
or

(B) a radio communication that is transmitted on
frequencies allocated under subpart D of part 74 of
the rules of the Federal Communications Commmis-
sion that is not scrambled or encrypted and the
conduct in violation of this chapter is not for a
tortious or illegal purpose or for purposes of direct
or indirect commercial advantage or private com-
mercial gain,

then the person who engages in such conduet shall be
subject to suit by the Federal Government in a court
of competent jurisdiction.

(ii) In an action under this subsection—

(A) if the violation of this chapter is a first
offense for the person under paragraph (a) of

SRS S
App. 47
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subseetion (41 ar i b 1w 0 T Tt e f . electronic communications, and that such
liable 1n a cwil sood T w n VRN .+ .r any component thereol has been or will
ctle, the Federa v Tamw beorne e+ through the mail or transported in inter-
appropriate wnjur T an .- ‘oreign commerce; or
(B if the viele o 2f 77 haite s e -aces in any newspaper, magazine, handbill,
subsequent offer + e AT a0 . hublication any advertisement of—
fion 141 or sueh oo ok baeen padl raree o ar . electronic, mechanical, or other device
prior emil actior rider - TR M2 L pen _+..uing or having reason to know that the de-
<hall be subject 1. ra ator. B0 a7 v of such device renders it primarily useful for
(b) The court mal use ar- meurn: within it ~e purpose of the St{rreptitiOUS_ inf:emPﬁOﬂ of
thority to enforce ar .njune wayged under e < re. oral, er electronc gommumcnpons; or
graph (iiXA), and shal! impose a ¢ 4 fine of not ! 1 any other elect.mmc._ mechanical, or other
than $500 fo- each wvalation Of suet ar mjune sevice. where such advertisement promotes the
(Added PubL 90-331. Title 11 % BG: June 1y 196 ¢ of such device for the purpose of the surrep-
Stat. 213. and amenied PubL 135 Title 1o “viees interception of wire, oral, or electronic
July 29, 1970 &4 St fad ubl w511 Tite « mmunications,
§ 90laife) Ot 25 178 ¥ -l a6, 1797 Pu « g or having reason to know that such adver-
98549, § 6ibr2) Oct 30, lyne 98 Rwar 28040 P emert will be sent thmugh the mail or transport-
99-308, Title | 8% 100t cnis (6 B G v 11 irterstate or foreign commerce,

© he fired not more than $10,000 or imprisoned
i more “han five years, or both.

1986, 100 Stat 15448 13
FEDITORIAL “MOTES

References in Text. The F.o-eign Irtelligence Sur - 50 1t shall not be unlawful under this section for—
lance Act of 1978, referred to m par. (2Xe) and (f = . . . .
classified 1o section 1501 et seq ~f Title 5. WS CA War 'a) a provider of wire or electronic communica-

tion service or an officer, agent, or employee of, or

and Nationa! Defense, and secticr 101 of such Act 15 elas
fied to section 1801 of Title 50

Sections 705 and 706 of the {ommunications Act of 149,
referred to ir par. (2¥e), i, and {g) are classified to

a person under contract with, such a provider. in
the normal course of the business of providing that
wire or electronic communication service, or

Section 633 of the‘ Co'mmunm‘“ons Act of 1934, referrsd under contract ujn.h. the Unitgd States, a State, or
to in par. (Dig). classified to section 553 of Title 47, Te e 4 pohtlcalgp?f;dl\'lilon tht'ar?of. in the normal course
graphs. Telephones. and Radiotelegraphs. of the activities of the United States, a State, or a
Effective Date of 193 Amendment. Except as other political subdivision thereof, to send through the
mail, send or carry in interstate or foreign com-

wise provided in section 111 of Pub L. 99-508, amendment

by Pub.L. 99-508 effective 90 days after Oct 21. 1956, see merce, or manufacture, assemble, possess. or sell

section 111 of Pub L 96-308 set 7ut as a note under section any electronic, mechanical, or other device knowing

2510 of this ti'le. or having reason to know that the design of such

o Jevice renders it primarily useful for the purpose

§ 2512. >anufacture, distribution, possession, of the surreptitious interception of wire, oral. ot

and advertising of wire, oral, or elec- electronic communications.

tronic communication intercepling Added PubL. %0-351. Title 11 § 802, June 19, 1965, &2

devices prohibited Stat. 214 and amended Publ. 99-508. Title 1.

(1) Excep: as otherwise specifically provided n § 1001w AL (D), (D), Oct. 21, 1586, 100 Stat. 1851, 1553.)
this chapter. any person who 'mtentmnally—— o EorrorusL NoOTES

. (a) sends throqgh the mail, or sends or carmes m Effective Date of 1986 Amendment. Except as other-

interstate or foreign commerce, any electronic. me-  wise provided in section 111 of Pub.L. 99-506, amendment

chanical, or other device, knowing or having reason by Pub.L. 96-508 effective %0 days after Oct. 21, 1986, see
to know that the design of such device renders it section 111 of Pub.L. 99-308 set out as 2 note under section
primarily useful for the purpose of the surrepti- 2510 of this tile.

tious interception of wire, oral, or electronic com- Effect of Regulations Prohibiting Cellular Telecom-
munications Interception on Other Laws. For provision

munications,

lating 1o the effect of regulations prohibiting manufacture
f; s, b re A ; ol
n(b) l"‘;_nun?gui:e harslir’:ar{‘ les, 8\0 sseds ses, 0';( selt.s of scanning receivers capable of receiving cellular telecom-
any electronic, mechani , or other device, know- munications on other laws, see section 403t¢) of PublL.

ing or having reason to know that the design of 102556, Oct. 28 1992 106 Stat. 4195. set out as a note
such device renders it _pnmfmly useful for the ander section 302a of Title 47. Telegraphs. Telephones. and
purpose cf the surreptitious interception of wire, Radiotelegraphs.
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§ 2513, Confiscation v wire. orat, or elec:
commuricilian snlercepting der m
yr cther desaes

Any electromic mecna’ Y
aeeembied DOn

sent. carmied. manufac e
wold. or advertised 1r oreialion o
cection 2312 of this chaptyr Mal he <. e dnd

ed to the United States A proveen e of fale

ing to (1! the seizure. curumary and judwal "o
ture, and condemnation of pssals, venictes, mey T
dise. and baggage for violk tions of the custorms - 4%
contained in title 19 of the United States Cudz
the disposition of such vossels, vehicles, merchan e
and baggage or the proce>ds from the sale thereof
(3) the remission or mitigstion of such forferture  1°
the compromise of olaims, and (51 the awar: o
compengation 10 informers in respect of such fo—el
tures. shall apply to seizures and forfeitures ncur-ed,
or alleged to have been -neurred. under the (rinv
sions of this section, inscfar as applicable anc 3ot
inconsistent with the provisions of this sectior. 2%
cept that such duties as are imposed upon the patter
tor of customs or any other person with respect to
the seizure and forfeiture of vessels. vehicles, mer-
chandise. and baggage under the provisions of the
customs laws contained in title 19 of the Umted
States Code shall be performed with respect %0 sel-
zure and forfeiture of electronic, mechanical, or other
intercepting devices under this section by such offi-
cers, agents. or other persons as may be authorized
or designated for that purpose by the Attormey fren-
eral.

(Added Pub.L. 90-35% Title 111, § 802. June 19. 1968, 82
Stat. 215, and amended Publ. 99-508 Titde L
§ 10t(eH1KA). Oct. 2L, 1886, 100 Stat. 1851}

AT

EptroriaL NOTES
Effective Date of 1986 Amendment. Except as other-
wise previded in section 111 of Pub.L. 93-508, amendment
by Pub.L. 98-508 effective 90 days after Oct. 21, 1986, see
section '11 of Pub.L. 99-50€ set out as a note under section
2510 of this title.

[§ 2514. Repealed. PublL. 91-452, Title 11,
§ 227(a), Oct. 15, 1970, 84 Stat. 930)

Prohibition of use as evidence of inter-
cepted wire or oral communications

Whenever any wire or oral communication has
been intercepted. no part of the contents of such
communication and no evidence derived therefrom
may be received in evidence in any trial, hearing. or
other proceeding in or before any court. grand jury,
department, officer, agency, regulatory body. legisia-
tive committee, or other authority of the United
States a State, or a political subdivision thereof if the

§ 2515

O SR C
| App. 49
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Part

-vat information would be in violation

0351, Title 11, § 802, June 19. 1968,

suthorization for interception of wit
ral, or electronic communicatio
Artorney General, Deputy Attorney Gene
e Attorney General, or any Assistant /
reral, any acting Assistant Attorney Gen:
Deputy Assistant Attorney General in t
hvision specially designated by the Att
-al. may authorize an application to 2 Fed:

. f competent jurisdiction for, and such jud
.t 1n conformity with section 2518 of U
n order authorizing or approving the inte

¢ wire or ora! communications by the Fed:
., of Investigation, or & Federal agency hi
.. naibility for the investigation of the offer
- +h the application is made, when such int
nay provide or has provided evidence 0

any offense punishable by death or by :
.. +ment for more than one year under sectic
"= <hrough 2277 of title 42 of the United Sta:
e irelating to the enforcement of the Ater
Erergy Act of 1954), section 2284 of title 42 of 1
t'nited States Code (relating to sabotage of nuel:
faelites or fuel), or under the following chapters
-nis ttle: chapter 37 (relating to espionage), ¢h:
.er 105 (relating to sabotage), chapter 115 (relat
. ireason), chapter 102 (relating to riots), chap
% .relating to malicious mischief), chapter .
reiating to destruction of vessels), or chapter
relating to piracy)

/by a violation of section 186 or section 501(¢’
ntle 29, United States Code (dealing with rest:
nons on payments and loans to labor organi
tions!, or any offense which involves murder, k
napping. robbery, or extortion, and which is p:
1chable under this title:

«¢) any offense which is punishable under -
following sections of this title: section 201 (brib
of public officials and witnesses), section 215 (re
ing to bribery of bank officials), section 224 (b
ery in sporting contests). subsection (d. (e (.
(b, or (i) of section 844 (unlawful use of explosiv
section 1082 (relating to concealment of asse
section 1084 (transmission of wagering infor
tion). section 751 (relating to escape). section
{relating to loans and credit applications gener:
renewals and discounts), sections 1503, 1512,
1513 (influencing or injuring an officer. juror.
witness generally), section 1510 (obstruction
criminal investigations), gection 1511 (obstruc
of State or local law enforcement), section 1
{Presidential and Presidential staff assassinal

e —
Complete Annotation Matoriais, see Tte 18 US.CA
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or the investigation of the offent
\ication is made, when such intes
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nore than one year under section
T of title 42 of the United State
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154), section 2284 of title 42 of th
de (relating to sabotage of nucles
or under the following chapters ¢
r 7 (relating to espicnage}, chay
to sabotage), chapter 115 (relatin
ter 102 (relating to riots), chapte
malicious mischief), chapter 1
wction of vessels), or chapter 8
vy
of section 186 or section 501(c) ¢
States Code (dealing with restrit
s and loans to labor organizs
ense which involves murder, kié
. or extortion. and which is pup
s title;
which is punishable under th
of this title: section 201 (briber,
and witnesses), section 215 (relaf
bank officials). section 224 {brit
ntests), subsection (d), (e}, . (g
n 844 (unlawful use of explosives
ating 1o concealment of assets
nsmission of wagering informs
\relating to escapel section 101
and credit applications generally
‘ounts). sections 1503, 1512. an
or injuring an officer, juror, @
), section 1510 {obstruction d
tions), section 1511 {obstructia
law enforcement), section 175

Presidential staff assassinatios

" oo
ydr-aping. and gssauitt sevtar A o rene
wrln commerce by threats © solenee e el VS
Lnterstate and forewn crase o Sy rtalion
aid f racketeering v« TETRILT N L
ing 0 use of inter-tate copoers Tal ro
cor-massion of murdet! far R amter DT
o violent crimes o du I TR TR A A TR

(v . ~ection 1954 roffer, acceptance. - r o~ nriation §

influence operations of pmployee bereft plan .
ton 1955 (prohibition of husiness eplzTprises of
gambling}, section 1956 1laundenng of moretar
instruments). section 1457 relating to #ngaging :n
monetary transactions n property derwved from
specified unlawfu! activity! section K34 (thefl from
interstate <hipment), coction BB embezziement
from pension and welfare fundsi. -echion I3
(fraud by wire, radio, or televisiony. ~ection 1A
trelating to bank fraud, section: ZI51 and 2252
(sexual exploitation of children:, sections 2312,
2313, 2314. and 2315 finterstate trans-portation of
stolen property). section 2321 relating 10 traffick-
ing in certain motor vehicles or motor vehicle
parts), section 1203 {relating to hostage takimg),
section 1029 (relating to fraud and related activity
in connection with access devices!. section 3146
(relating to penalty for failure to appear), section
3521 (b)(3} (relating to witness relocation and assis-
tance), section 32 (relating to destruction of aircraft
or aircraft facilities), cection 1963 (violations with
respect to racketeer influenced and corTupt organi-
zations), tection 115 (relating to threatening or
retaliating against a Federal officiai. and section
1341 (relating to mail fraudy, section 331 (violations
with respect to congressional, Cabinet. or Supreme
Court assassinations, kidnaping. and assault), sec-
tion 831 (relating to prohibited transactions involv-
ing nuclear materials), section 33 relating to de-
struction >f motor vehicles or totor vehicle facili-
ties), secton 175 {relating to biclogical weaponsi. oF
section 1992 (relating 10 wrecking trains).

«d) any offense involving counterfeiting punisha-
ble unde section 471, 472. or 173 of this title:

te) any offense involving fraud connected with a
case under title 11 or the manufacture. importation.
receiving concealment, buying. selling. or other-
wise deal:ng in narcotic drugs. marihuana. or other
dangerous drugs, punishable under any law of the
United States;

(N any offense including extortionate credit
{ransacti s under sections 892, 593. or 894 of this
title;

(g) a violation of section 5322 of title 31, United
States Code (dealing with the reportng of currency
transactions);

(h) anv felony violation of sections 2511 and 2512
(relating to interception and disclosure of certain

Fed Corn ks 94 Pamph - 17
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T . N AT era "-u‘-rcepting de-

et of R T (relating to
e
 uf the Natural

o - St
Loa- B e afety At ot e relating 1o de-
ructer o a atural gas pipelins of section 90201

opins e Federa Awvation e of 1958 (relating
veoaim sy Tt
ko 4 o onal siofation of wotion 2778 of title

P ipela me o the Arms Foxpart Control Act)

W) the location of any fugptie from justice from
an offen-e dewribed this secton. or

(m) ary felony wiolation of <ovtions 922 and 824
of title 1% [nited States ade irelating to fire-
PISHESE
secticr. 61 of the Internal

{n) ary vioiation of
firearms); and

Revenue Code of 1986 (relating 10
{g) any conspiracy 10 commit any offense de-
ccribed in any suhparagraph of this paragraph.

(2) The principal prosecuting  attorney of any
State, or the principal prosecuting attorney of any
political subdivision thereof, if such attorney is autho-
rized by a statute of that State to make application to
a State court judge of competent jurisdiction for an
order authorizing or approving the interception of
wire. oral. or electroni¢ communications, may apply to
such judge for, and such judge may grantin conform-
ity with sectiop 2518 of this chapter and with the
applicable State statute an order authorizing, or ap-
proving the interception of wire. oral, or electroni¢
communications by investigative or law enforcement
officers having responsibility for the investigation of
the offense as to which the application is made. when
such interception may provide or has provided evi-
dence of the commission of the offense of murder.
kidnapping. gambling. robbery. bribery, extortion. of
dealing in narcotic drugs. marihuana or other danger-
ous drugs, or other crime dangerous to life. limb, or
property, and punishabie by imprisonment for more
than one year, desigrated in any applicable State
stawite authonzing suck interception. of ary CONEPir-
acy 1o commit any of the foregoing offenses.

(3) Any attorney for the Government (as such term
is defined for the purposes of the Federal Rules of
Criminal Procedure! may authorize an application to
a Federal judge of competent jurisdiction for. and
such judge may grant. in conformity with section
2518 of this title, an order authorizing or approving
the interception of electronic communications by an
investigative or law enforcement officer having re-
sponsibility for the investigation of the offense as to
which the application is made. when such interception

Compiete Annotation Materisis, see Title 18 uUSCA
719
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Xy, ¥ 25312%D Tah v 3568, Nov. 29, 1990 104
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mic Energy Act of 1854,

° | ified generally to section
;& The Public Health and

References in Text
referred 10 in Par al
2011 et seq of Title 4v
Welfare.

The Arms Export Contr A referred to in par. (MG is
Pub.L. 90-629. Oct. 20 e %2 Bl 1320, as amended.
which is classified gerers: 1 chapter 39 (section 2731 et
tie 22 Foreigl Qelations and Intercourse. For

seq.t of Ti

complete classificatior. of 'ht* Act to the Code, seé hort
Title note set out under - tion 2751 of Title 22 and Tables
volume.

Codification. Amendment By section Hby of Pub.L.
101208, which directed 1ri-erl1on of “section 175 (relating to
hinlogical weapmnsh” fobl rwing “section 13 (relating o de
truction of motor vehicie facilities).” was executed to par.
t1xc) of this section a~ the probable intent of Congress
notwithstanding director: language calling for the amend-
ment of sectior w5160 of titde 18"

pubL. 101-647, sy 233103 and 3568 made identical
amendments 10 wubsec. 1) of this section.

Amendment 10 par- .1uer by sectiof 1365(c) of Pub.L.
49570 was executed by \reerting “section 1956 (laundering
of monetary irstruments . cection 1937 {relating t© engaging
in monetary (ransactions 1N property derived from specifi
untawful activityy,” after «section 1959 tprohibition of busi-
ness enterpn-es of gamblng)” 2% the probable ntent of
Congress.

Effective Date of 1956 smendment. Except as other-
wise provided in cection 111 of Pub.L. 99308, amendment

by PubL. 9508 effecuve 90 duys after Oct. 21, 1986. see

section 111 of Pub.L. oy.50n set out as @ note under section
2310 of this title.

Savings Provisions of Pub.L. 95598 Amendment b¥
section 314 of Pub.L. 95548 not 1o affect the application of
chapter ¥ U 151 et seq.). chapter 96 [ 1961 et seq.]. or
section 251f. 3057, or 32M of this title to0 an¥ act of any
person {1} committed hefore Oct. 1. 1979, or (2 commitred
after Oct. . 1979, in connection with a case commenced
before such date. =€€ section 403(d} of Pub.L. 95-3%8. set
out preceding zection 151 of thix title.

CRIMES

e e
Compiste Annoustion Materials,

Part 1

§ 2517, Authorization fof disclosure and use of
in wire, 1, or electronic

communications
(1) Any investigative oF law enforcement officer
who, by any means ized by this chapter. has
obtained xnowledge of the contents of any wire, oral,

or electronic communication, 0F evidence derived

thevefrom. may disclese such contents 10 another

investigative of la 0
that such disclosure is appropriate to the proper
performance & i

ing or receiving the disclosure.

tigative OF taw enforcement officer

(2) Any inves
who, by any means authorized bY this chapter, has

obtained knowledge of the contents of any wire, oral,

or electronic communication ©OF evidence derived

therefrom may usé such contents 10 the extent such
use is appropriate to the proper performance of his

official duties-
(3) Any person who has received, by any means

authorized by this chapter. any information concern-
ing a wire, oral, of electroni¢ communication, 0T
evidence derived therefrom intercepted in accordance
with the provisions of this chapter may disclose the
contents of that communication OF such derivative
evidence while giving testimony under oath or affir-
mation in any proceeding held under the authority of
the United States of of any State or political subdivi-
sion thereof.

4) No otherwise pri\'ileged wire, oral, or electronic
communication intercepted in accordance with, or in

\iolation of. the provisions of this chapter chall lose

its pri\'ileged character.

{5) When an investigative of Jaw enforcement of -

cer, while engaged in intercepting Wire. oral. or elee-

tronic communications in the manner authorized

herein, intercepts wire, oral, or electronic communica-

tions relating t© offenses other than those specified in
the order of authorization of approval, the contents
thereof. and evidence derived therefrom, may be
disclosed or used as provided in subsections {1) and
() of this section. Such contents and any evidence
derived therefrom may be used under subsection (3)
of this section when authorized or approved by a
judge of competent jurisdiction where such judge
finds on subsequent application that the contents
were otherwise intercepted in aecordance with the
provisions of this chapter. Such application sh
made as soon as practicab]e.

(Added Pub.L. 00-351. Title 151, & 802, June 19, 1968, 82
Gtat. 217 and amended Pub.L. 91452, Title IX, § 9Q2i0).
.15, 1970 &4 Stat 7, Publ. 99508, Title
§ 101(cHIX AL Oct. 21. 1986, 100 Stat. 1851.)

l—-—-
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Firtokiv NOTES
Effective Date of 19% amendment.  Except as athe
wise provided in zectior o Pun L 99-50 Amendmen
by Pub.L. yu-am effectne S Jane after Oct 2 6 e
saetion 111 nf Pub e em ot [ R
2510 of this Dlie

§ 2518. Procedure for interception aof wire
otal, or electronic commumnications

(1) Each application for an order authoriang v
approving the interception of a wire. oral, or electron
ic communication under this chapter shall be made i
writing upon cath or affirmation to a judge of compe
tent jurisdiction and shall state the applicant's au
thority to make such application. Each applicatinn
shall include *he foliowing information

{a) the identity of the investigative or taw en
forcement «fficer making the application, and the
officer authorizing the application;

{b) a ful: and complete statement of the facls
and circumstances relied upon by the applicant, to
justify his belief that an order should be issued.
including (i details as to the particular offense that
has been. is being, or is about to be committed, (i)
except as provided in subsection (11}, a particular
description of the nature and location of the facili-
ties from which or the place where the cormunica-
tion is to be intercepted. (iil) a particular deserip-
tion of the type of commupications sought to be
interceptec. (iv) the identity of the person, if
known, coramitting the offense and whose commu-
nications a-e to be intercepted:

(¢) a ful and complete statement as Lo whether
or not other investigative procedures have been
tried and failed or why they reasonably appear to
be unlikel: to succeed if wied or to be oo danger-
ous;

(d) a statement of the period of time for which
the interception is required to be maintained. If
the naturv of the investigation is such that the
authorizat on for intercepticn should not automati-
cally term nate when the described type of commu-
nication has been first obtained, a particular de-
scription f facts establishing probable cause to
believe that additional communications of the same
type wiil occur thereafter;

te) a full and complete statement of the facts
concerning all previous applications known to the
individual authorizing and making the application,
made to any judge for authorization to intercept, or
for approval of interceptions of, wire. oral, or elec-
tronic cornmunications invelving any of the same
persons, facilities or places specified in the applica-
tion, and the action taken by the judge on each
such application; and

- 18 § 2518

ation is for the extension of
. setting forth the results thus
T . nterception, or a reasonable

. hure to obtain such results.
. juire the applicant to furnish
b . eumentary evidence i sup-

e . ition the judge may enter an
. .-sted or as modified, authoriz-

#X [arte
Ing or 4! 1.+ eption of wire, oral, or elec-
LPOTLC 2L - xithin the territorial jurisdic-
tion of 1 . . -ich the judge is sitting (and
outside ¢ .+ but within the United States
nothe care F D nterception device authorized
by a Feor s -+ thin such jurisdiction), if the
Judge de o -+ = basis of the facts submitted
by the att "l
PRI ruble cause for belief that an
indnd s ~imitng, has committed, or is about
to vormen s - rerhicalar offense enumerated in sec-
tior 254 it chapter,

(b1 :Fere 1s prohable cause for belief that partic-
ular com muniations concerning that offense will
be obtaied through such interception;

(e} normal nvestigative procedures have been
tried and have failed or reasonably appear to be
unlikely to sueceed if tried or to be too dangercus

(d) exeept as provided in subsection (11), there is
probable cause for belief that the facilities from
which. or the place where, the wire, oral, or elec-
tronic communications are to be intercepted are
being used. or are about to be used, in connection
with the commission of such offense, or are leazed
to. listed ir the name of. or commonly used by such
person.
¢4) Each order authorizing or approving the inter-

ception uf any wire, oral, or electronic communication
under this chapter shall specify--

(a) the identity of the person. if known, whose
communications are to be intercepted:

(b} the nature and location of the communica-
tions facilities as to which, or the place where.
authority to intercept is granted:

(¢) a particular description of the type of com-
munication sought to be intercepted. and a state-
ment of the particular offense to which it relates:

(d) the identity of the agency authorized to in-
tercept the communications. and of the person
authorizing the application; and

(e) the period of time during which such inter-
ception is authorized, including a statement as lo
whether or not the interception shall automatically
terminate when the described communication has
been first obtained.

e —
Complete Annotation Materiais, see Tiie 18 US.CA
1721
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. ,lc as the judge ma¥

wr oprder authonizdny o ' jw e Td T
e oRapter sha

; plpctrnaie COMMUrTe: e, a1l
or pig et of the 40 -t « rar s provide N ha ;. nther provision of this
S gpe r elestronw T worae, andiord haple 17 aw enforcement officer,
o anadiarn er ather v A SR cenmibo b ' v, Attorney General. the
L i yrforma’ " T EETA AR I PN i .y ‘he Azsociate Attorney
wancrwvesar? teo ot T Lo . prusecuting attorney of
Lptrustely and with 5 nrir o ierferenee WD i Srale . -+oreof acting pursuant to 2
the REOANES that such ~erviet Aer andord cus gatute b e e reasonably determines
indian, ar person I° secopdic . ne persen whose that
commumnications are to b I teed ANy provider e Atuation exists that involves—
of wire or electrapic co Il ., —prce. landlord. T of death or serious phys-
custodian or other persn 0,1 g such facilities o al *r: I' ‘ L ;r;t)r.) -
technical assistanee chall be - aneated therefor by ""l‘ ‘. P [ ,;a i ’i\';ties {hreatening the na-
-he applicant for reasonab enses ireurTed an m)‘:al ' Hjnii or i £
providing ~uch “actlities o ¢ ner i Rt m:; Letivities characteristic of
(50 Nuorder entered undrr ' section may autho- organd 30
rize or approve the intereel f any wire, oral OF ghge requirt 0 ST oral. or electroni¢ communi¢a-
plectronic communication for « . period ionger than wan Lo b;; .. ~-|uied bofore an order authorizing
is necessary to achieve the ol - nve of the authoriza-  _oh intercs a e ar itk due diligence, be obtained
tion. nor wn any event longer 17N thirty davs. Such ) B R ! )
thirty-day period begins on U arlier of the day on and - unds hich rd 14
which the investigative or i+ enfarcement officer be[bt)n:::]s A‘ni-li.ur()l:;i'h :l}?;;ie“r ;; ::ﬂ:o r,;; c::ch
4 v PR L s C

first begins to conduct an s preeplion under the
order or ten days after the oroer 18 entered. E.xten-
sions of an order may be granted. but anly upon
application for an extension made in accordance with
subsection (1) of this section snd the court making
the findings required by subsecnion (3) of this section.
The period of extension shall be 10 longer than the
authorizing judge deems Terpsrary to achieve the
purposes for which 1t was granted and in no event for
Jonger than thirty davs. Even order and extension the application for the order is denied, whichever iz
thereof shall contain a provision that the authoriza- eartier. 1n the event such application for approval is
tion to intercept shall be executed as soon as practi- denied, or 1n any other case where the interception is
cable. shall be conducted in such a way as 1o minimize terminated without an order having been issued. the
the interception of communications not otherwise contents of ani wire, oral. oF electronic communica-
tion intercepted hall be treated as having been ob-

subject to interception undex this chapter. and must
{ this chapter. and an inventory
subsection (d) of

terminate upon attainment of the authorized objec- tained in violatun ©
{ive. of in anv event in thirty days. Inthe event the  shall be served as provided for in

i he person named in the application.
language. and an expert in thal foreign languag 1. or electronic

intercepted ~gmmunication ® in @ code or foreign thiz section on t

¢ ; e ar .2)a) The cuntents of any wire. ora

code is not reasonably available during the ntercep- communication intercepted by any means authol
ton period. minimization My pe accomplished as by this chapter shall. if possibie. be recorded on tape

interceptwin.
may intercept cuch wire, oral, orf electronic communi-

cation if an application for an order approving the
interception 1% made in accordance with this section
within forty-eight hours after the interception has
occurred. T heging to occur. In the absence of an
order, such interception shall immediately terminate
when the conniunication sought is obtained or when

soon as prac’icable after such interception. Aninter-  or wire or sther comparable device. The recording
ception under this chapler ma¥ be conducted in whole of the contents of any wire, oral. or electronic com-
or in part by Government pevsornel, or by ar individ-  munication under thic subsection shail be done n
ual operating under a contract with the Government.  such way > will protect the recording from editing or
acting under the supervision of an investigative of  other alterations. Immediately upon the expiration
Jaw enforcement officer authorized to conduct the  of the period of the order, or extensiuns thereof. su¢
recordings shall be made available L0 the judge issu-

interceptior

(6) Wherever an order authorizing interception is W& such order and sealed under his directions. Cus-

entered pursuant to this chapter, the order may  tody of the recordings shall be wherever the judye

require reports 10 be made to the judge who issued orders. They <hall not be destroved except upor an
ing or denying judge and in any

the order showing what progress has been made  order of the issu
toward achievernent of the authorized objective and event shall be kept for ten years. Duplicate record-
the need ‘or continued interception. Such reports ings may be m de for use or disclosure pursuant to
the meed e A e maqe o
Compiste Annotation aterials, see Tive 18 USCA
72
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‘ho1Y Coaes TR b

the provistons of frecte ars s RES ren that it was not possitle to furnish

2517 of this chapte: "+ -1 Zation. T BPRE rv uar - a' ' he above information teh days before

of the seal provitet St tho eubeenToh ol wi . «.ery or proceeding and that the party

watisfactory explar i oo e T ari o« hy the deiav 1 receiving such

be a prerequisite or e T TR mod

contents of anv sz e e e et : o ereoed person ir any trial. hearing,

tion ot evideno . . " S r nar hefore any court, department,

135 of seetwor 251 fewr apency regulatory body, or other authority of
(b) Applications miade aroarders @ rred under (he |'riied States, a State, or a pelitical subdivision

this chapter shall te sealed o the judge ¢ ustody of {hereof ma fmove W suppress the contents of any

the applications ard orders shail be wnerever the wire ar cral communication intercepted pursuant to

judge directs Quen appliesiions and orders shall he s chapter or ewdence derived therefrom, on the

disclosed onfy upor a showirg of good cause before a g R

judge of competert juri=dietion and shall not De | e nmmumiration was unlawfully intercept-

destreyed escept o~ order 7 the wswng or denying od

judge. and m any svent Jha!l be kept for ten years. 1+ the order of authorization or approval under
(©) Any vwlation of the provisions of this suhsec- whier  was ntercepted is insufficient on its face;

ton may be pumiched as contermpt of “Re suing o or

denying judge. {1t the interception was not made in conformity

with the order of authorization or approval.

Sych motion shail be made before the trial, hearing,
or proceeding unless there was no opportunity to
make such motion or the persen was not aware of the

(3) Within a reasonable time but rot later than
ninety days after the filing of an applicatiun for an
order of approval under section 251% b which 1s
denied or the termination of the period of an order or
extensions thereof, the issumg or denying judge shall grounds of the motion. If the motion is granted, the
Cigse to 3: Sef‘;?_d-t_on *-h‘-’dpersin-‘ }?amefml'n “;9 contents of the intercepted wire or oral communica-
order or the apphcalion, an such other parties 1o tjon, or evidence derived therefrom, shall be treated
intercepted communications as the judge may deter-  5¢ having been obtained in violation of this chapter
mine in his discretion that is in the interest of justice, The judge. upon the filing of such motion by thé
an inventors which shall inctude notice of— aggrieved person, may in his discretion make avail-

(1) the fact of the entry of the order or the able 1o the aggrieved person or his counsel for in-
applicaticn; spection such portions of the intercepted communica-

(2) the date of the entry and the period of  ton or evidence derived therefrom as the judge
authorized. approved or disapproved interception, determines to be in the interests of justice.

ar the denial of the application: and (b) In addition to any other right to appeal, the

(3) the fact that during the peried wire. oral, or United States shall have the right to appeal from an
electronic communications were or were not inter- order granting a motion to suppress made under
cepted. para‘graph (a) of this subsection, or the denial of an
The judge, upon the filing of @ motion. may in his application for an order qf approval, if the United
discretion make available to such person or his eoun- Statgs attorney shall “‘T“fl’ to the_ judge or other
sel for inspection such portions of the intercepted ofﬁcml granting such motion or d'en}mg such applica-
communications. applications and orders as the judge tion that the appeal is not taken for purposes of
determines to be in the interest of justice. On anex delay. Such appeal shall be taken within thirty days
parte showing of good cause to a judge of competent aﬁgr the‘ date the order was entered and shall be
jurisdiction the serving of the invertory required by diligently prosecuted.
this subsection may be postponed. (c) The‘remedies and sanctions described in this

(9) The contents of any wire, oral. or electronic chapter with respect 1o the mtgrcgption of elgctronic
comrunication interceptea pursuant to this chapter C‘Jm"!?“'ca“ons are the pni)‘ J‘.’dm.al remed}es and
or evidencr derived therefrom shall not be received in sanctlons ‘for nonconstitution al .‘10]3“0“ of this chap-
evidence o otherwise disclosed in any trial, hearing. ter involving buclh communications.
or other proceeding in a Federal or Qrate court {11) The requirements of subsections (1Mb)(ii) and
unless each party, not less than ten days before the (31d) of this section relating to the specification of
trial, hearing. or proceeding, has been furnished with  the facilities from which, or the place where, the
a copy of the court order. and accompanying applica- ~ communication 18 to be intercepted do not apply if—
tion. under which the interception was authorized or (a) in the case of an application with respect to
approved. This ten-day period may be waived by the the interception of an oral communication—

Complete Annotation Materials, ses Title 18 U.S.CA
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lieved to be comm. nir the Jffense and whose
communicatiang arv T he intercepted arc the
applican! makes a 't of a purpose on the
part of that persna Lo thwar wterception by
changing facilities: <nd
(iii) the judge fnds that
been adequately €112
(12) An interceptior 2 cotnmunication under an
order with respect to which the requirements of
subsectior = (1)(biil) and (ud) of this section do not
apply by reason of cunsection (11) shall not begin
until the facilities from which, cr the place where, the
communication is to be intercepted is ascertained by
the person implementing the interception order. A
provider of wire or electronic eommunications service
that has received an order as provided for in subsec-
tion (113h) may move the court 1o modify or quash
the order on the ground that its assistance with
respect to the interception cannct be performed in a
timelv or reasonable fashion The court. upon notice
to the go ernment, shall decide such a motion expedi-
tiously.
(Added Pub L. 90-351, Tule 111 & RO2. June 19. 1968, &
Stat. 215, and amended Fub L. 91-35& Title 11. & 211(be
July 29. 1970, B4 Suat. 654. Pub.l. 95-511. Tite IL
5 0HdH2. Oct. B 1978, 92 Stat. 1797, 109 Pub.L.
95173, Tidle 11, § 1203Ga. (b), Oct, 12. 1984, 98 Stat, 2152,
PubL 9 508 Title L 8¢ 101cKINA. (81 (), 10Rar-tdu3).
Oct 21, I'~6, 100 Stat. 1851-1553 189h, 1857

such purpose has

EmToRIAL NOTES
Effective Date of 1986 Amendment. Except as other-
wise provided in section 111 of Pub.L. 99502, amendment
by PubL. 99-508 effective 90 days after Oct. 21 1986, see
section 111 of Pub L. 84-508 set out as 2 nute under section
2516 of this title.

.
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R A b RiWES
the v 1t o § 2519. Reports concerning intercepted wire.
s law ert v otal, or electronic communications
the Atlor« 7 g (1) Within thirty days after the expiration of an
eral the % r- . order for each extension thereof) entered under sec-
ant Atterre : non 2318, or the denial of an order approving an
ormey e 0 interception, the issuing of denying judge shall report

a the apr e " \» the Administrative Office of the United State:
Jdatement o Uoutts—
practical 4 ~ g . i
the offense = 11 4 e (a) the fact that an order or extension was ap-
lnt(’l‘t‘?p[t‘d STy piled for;

G the jumee | & (b) the kind of order or extension applied for
not ;)rd('lm;ﬂ ard tincluding whether ar not the order was an order
(by 1n the a7 ch w0 with respect to which the requirements of sections

i ot e 55181 Kb)(ii) and 2518(3Xd) of this title did not

0 the-am ey s beders e 2atne apply by reason of section 2518(11) of this title):
or law enforomer: Foer and 1ooanpe o by (¢} the fact that the order or extension was
the Attorney e e ety At Jen- g!_'anted as applied for, was modified, or was de-
eral. the As-ciate et Seners af Yeslss nied:
wnt Attornes e L e ant (d) the period of interceptions authorized by the
Atorney General order. and the number and duration of any exten-

(iiy the applicat @ wder ifirs the pert be- sions of the order;

(e) the offense specified in the order or applica-
tion. or extension of an order;

(f) the identity of the applying investigative or
law enforcement officer and agency making the
application and the person authorizing the applica-
tion; and

{g) the nature of the facilities from which or the
place where communications were to be intercept:

ed.

(2) In January of each year the Attorney General
an Assistant Attorney General specially designatec
by the Attorney General, or the principal prosecuting
attorney of a State, or the principal prosecuting
attorney for any political subdivision of a State, shal
report to the ‘Administrative Office of the Unitec
States Courts—

{a} the information required by paragraphs (2
through (g} of subsection {1) of this section witl
respect to each application for an order or exten
sion made during the preceding calendar vear

(b) a general description of the interception:
made under such order or extension, including (i
the approximate nature and frequency of incrimi
nating communications intercepted, (ii) the approxi
mate nature and frequency of other communica
tions intercepted, (iii) the approximate number ¢

rsons whose communications were interceptec
and (iv) the approximate nature. amount. and cos
of the manpower and other resources used in th
interceptions,;

(¢! the number of arrests resulting from intet
ceptions made under such order or extension. an
the offenses for which arrests were made;

o e
Complete Annotation Materials, see Titie 18 US.CA
724
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with respect s suck
granted or denied

(f the numbter of cupup ors T2e Ty
interceptions and the Diferse s for whien e
tions were obtained and a general asses<ment of
the importance of the mterceptions: and

{g) the information required by paragraphs (b’
through (f) of this subsection with respect to orders
obtairerd v @ preceding ralendar

AR et

[FYAReRY

or exteniion:

year.

(3 In April of each year the Director of the Ad-
ministrative Office of the U mited States Courts shall
transmit to the Congress 4 full and enmplete report
concerning Lhe pumber of applications for orders
authorizing or appruving the interception of wire.
oral, or electrenic communications pursuant o this
chapter and the number of urders and extensions
granted or denied pursuant to this chapter during the
preceding calendar year. Such report shall include a
summary and analysis of the data required to be filed
with the Administrative Office by subsections (1) and
(2) of this section. The Director of the Administra-
tive Office of the United States Courts is authorized
to issue binding regulations dealing with the content
and form of 'he reports required to be filed by
subsections <1 and {21 of this section.

(Added Pub L. -331. Title 111, § 802. June 19, 196, 82
Qtat. 222, and amended Pub.L. 95-511. Title 1. ¢ 201ihe.

Oct. 25, 1478, 92 Stat 1708 Pub.L. 99-508. Title 1.
8y 101 KA 10641, Oct. 21, 1956, 100 Stat 1831,
1857.}

EDITORIAL NOTES

Effective Date of 1986 Amendment. Except as other-
wise provided in section 111 of Pub.L. 49-508, amendment
by Pub.L. 99-308 effective 90 days after Oct. 21, 1986, see
section 111 of Pub.L. 99-508 set out a5 3 note under section
2510 of this tith-.

§ 2520. Recovery of ¢ivil damages authorized
(a) In general—Except as provided in section
9511(2)aXii), any person whose wire. oral. or elec-
tronic communication is intercepted. disclosed. or in-
tentionally used in violation of this chapter may in a
cvil action recover from the person or entity which
engaged in that violation such relief as may be appre-
priate.
(b} Relief. —In an action under this section. appro-
priate reliel includes—
(1) such preliminary and other equitable or de-
claratory rolief as may be appropriate;
{2) damages under subsection (¢) and punitive
damages ir. appropriate cases; and

-._

725

18 §2520

, -asonable attorney's fee and other litiga-

- wection

+he private viewing
. m.mication that is no

, if the conduct in violation of this

| ¥ he communication is

S F U transmitted on

e ~ubpart D

boojery Communications
\mded or encrypted and

of part

of a private satellite
t scrambled or en-

a radio communi-

frequencies allocated
74 of the rules of the
Commission that is not
the conduct is not for 3

\1.» or {llegal purpose or for purposes of direct or
1ot commercial advantage or p i

(S

A+ If the pers
nas nut previously

»1115: and has not been found

<! aetion unde

r this section, the

rivate commercial

“nen the court shall assess damages as follows:

on who engaged in that conduct
been enjoined under section

liable in a prior
court shall assess

‘b greater of the sum of actual damages suffered
or statutory damages of not less
fan $50 and not more than $500.

ny the plaintiff,

.8 If. on on

e prior occasion,

sngaged in that conduct has bee

wection 2511(5)

action under this section,
greater of the sum of actual

the plaintiff, or

may assess as damages w
{A) the sum of the a

the plaintiff and

the person who
n enjoined under

or has been found liable in a civil

the court shall assess the
damages suffered by

statutory damages of not Jess than
$100 and not more than $1000.
12y 1n any other action under this

any profits made

a result of the violation; or
damages of whichever is the great-

iB) statutory

er of $100 a day for eac

$10,000.

section, the court

hichever is the greater of—
ctua! damages suffered by

by the viclator as

h day of violation or

«d) Defense..—A good faith reliance on—

(1) a court warrant or order, a grand jury sub-
poena. a legislative authorization, or a statutory

authorization:
{2) 3 request

(31 a good

of an investigative or law enforce-
ment officer under section 2518(7) of this title; or

faith determination that section

25113 of this title permitted the conduct com-

plained of:

is a complete defense against any
action brought under this chapter or any other law.

{e) Limitation.—A ¢ivil action under this section

may not be commenced later than

civil or criminal

two years after the

date upon which the claimant first has a reasonable
opportunity o discover the violation.
{Added Pub.L. 90-351, Title 111, § 502, June 19. 1968, 82

Stat. 223, and amen

ded Pub.L. 91-338.

July 29. 1970, 84 Stat. 854, Pub.L. 99
Oct. 21, 1986, 100 Stat. 1853.)

e
Complele Annotastion Materials, see Thie 18 US.C

App. 56

A

Title 1%, § 211(e)
508, Title 1. § 103,
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EmMTORIAL NOTES
Effective Dute of 1386 Amendment. Except as other-
wise provided in xection 111 of Pub.L. 99-508, amendment
by Pub.L. 94-508 effective 90 days after Oct. 21 1946, see
section 111 of Pub.L. 99-508 et out as 2 note under section
2510 of thix title.

§ 9521. [njunction against illegal interception

Whenever it shall appear that any per=on is en-
gaged or is about 10 engage in any act which consti-
wtes or will constitute a felony viokation of this
chapter, the Attorney General may initiate a civil
action in a distriet court of the United States to
enjoin such violation. The court shall proceed as
soon as practicable to the hearing and determination
of such an action, and may, at any time before final
determination, enter such & prestraining order or pro-
hibition, or take such other action, as is warranted to
prevent a continuing and substantial injury to the
United States or to any persen or class of persons for
whose protection the action is brought. A proceeding
ander this section is governed by the Federal Rules
of Civil Procedure, except that, if an indictment has
been returned against the respondent, discovery is
governed by the Federal Rules of Criminal Proce-
dure.
tAdded Pub.L 99-308, Title 1§ 11¢a). Oct. 21. 1386, 100
Stat. 1354

EDITORIAL NOTES

Effective Date. Section effective 90 days after Oct. 21,
1996 except as otherwise provided in section 111 of Pub.L.
99-308 with respect o conduct pursuant to court order or
extension, see section 111 of Pub.L. 99-5A8. set cut as a pote
under section 2510 of this title.

CHAPTER 121—STORED WIRE AND ELEC-
TRONIC COMMUNICATIONS AND TRANS.
ACTIONAL RECORDS ACCESS

Sac.

2701.
21
2708,
214,
Zi05.
2706,
2700
2708,
2709,

Unlawful access to stored communications

Di-~closure of contents.

Requirements for governmental access,

Buckup preservation.

Delaved notice.

Cost reimbursement.

Civil action.

E xclusivity of remedies.

Counterintelligence access 1o telephone toll and
wansactional records.

Wiongtul disclasure of video lape remtal or sale
recoris.

3711, Defin:tions fur chapter.

-t

2010

EpiTuRLAL NOTES

Codification. Section 7067 of Puh.L. 100-£40 which
amended item 2710 by adding “for chapter” following “Defi-
nitions” wa- executed to item 2711 in view of prior redesig-

CRIMES

Part 1

nation by section 2(b} of Pub.L. 100-618 of such item 7o
as 2711,

§ 2701. Unlawful access to stored communica-
tions
{(a) OfTense.—Except as provided in subsection (e}
of this section whoever—
(1} intentionally accesses without authorization a
facility through which an electronic commumnication
serviee is provided: or
(2) intentionally exceeds an authorization to ac-
cess that facility;
and thereby obtains, aiters, or prevents authorized
access to a wire or electronic communication while it
is in electronic storage in such system shall be pun-
ished as provided in subsection (b) of this section.

(b) Punishment.—The punishment for an offense
under subsection {a) of this section is——

(1) if the offense is committed for purposes of
commercial advantage, malicious destruction or
damage, or private commercial gain—

(A) a fine of not more than $250,000 or impris-
onment for not more than oné year, or both, in
the case of a first offense under this subpara-
graph; and

(B) a fine under this title or imprisonment for
not more than twe years, oF both, for any subse-
quent offense under this subparagraph; and
(2) a fine of not more than $5,000 or imprison-

ment for not more than six meonths, or both, in any

other case.

{¢) Exceptions.—Subsection {a) of this section
does not apply with respect to conduct authorized—

(1} by the person or entity providing a wire or
electronic communications service:

(2) by a user of that service with respect 1o a
communication of or intended for that user. or

(3) in section 2703, 2704 or 2518 of this title.

(Added Pub.L. 99-308, Title I.§ 201, Oct. 21. 1986, 100 Stat.
1860.}

EDITORLAL NOTES

Effective Date. Pub.L. 88-508. Title 11, § 202. Oct. 21,
1956, 100 Stat. 1855, provided that: “This title and the
amendments made by this title [enacting this chapter] shall
take effect minety days after the date of the enactment of
thiz Act {Oct. 21, 1486] and shall. in the case of corduct
pursuant to a court order or extension. apply orly with
respect to court orders or extensions made after ths title
takes effect.”

§ 2702. Disclosure of contents
(a) Prohibitions.—Except as provided in subsec-
tion (b—

Complete Annotation Materials, see THie 18 US.CA.
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